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Environmental perception system is the premise 
of the safety and stability of the autonomous 
vehicle system. However, studies have shown that 
the on-board sensors included in the perception 
system are extremely vulnerable to external 
attacks and interference, leading to incorrect 
driving strategies and bringing great security 
threats. Aiming at the problem, this paper divides 
the vehicle-mounted sensors into a positioning 
group and an identification group according to 
their role in the perception system. Then, based on 
the information correlation between sensors in the 
same group and the information correlation of a 
single sensor on adjacent time series, the distance 
metric model between sensors in a group and the 
distance metric model for each sensor of this 
group on time series is established. And the 
normal distance intervals corresponding to the 
confidence interval are calculated respectively. 
According to the distance metric model between 
sensors, we can detect anomalies in the perception 
system in real-time. Further, according to the 
distance metric model for each sensor on adjacent 
time series, we can identify anomaly sensors. Our 
experimental results quantitatively show that the 
method achieves real-time anomaly recognition, 
and demonstrate the effectiveness and robustness 
of the method on the open-source KITTI dataset. 

Introduction: Onboard sensors play a crucial role in the 
decision-making and planning of autonomous vehicles [1], 
which are the cornerstone of the safety and stability of an 
autonomous vehicle system [2]. The vulnerability of 
autonomous vehicle sensors has been shown in many 
studies [3]. These sensors are prone to be affected by the 
external environment, such as an attack, interference, and 
so on, resulting in the distortion of sensor sensing data. The 
external attack is one of the most common, simple, and 
covert methods [4]. Y. Cao removes real obstacles and adds 
false obstacles in front of his vehicle to manipulate the 
point cloud. [5]. A. Xue demonstrates that GPS devices are 
vulnerable to GPS spoofing (GSA) anomalies. [6]. For the 
safety of autonomous vehicle systems, the perception 
system must be capable of anomalous detecting in real-time 

[7]. However, current environmental perception 
technology is mainly focused on environmental 
information acquisition under an ideal environment, the 
high-precision recognition of semantic information, multi-
sensor fusion, etc [8]. A comprehensive anomaly 
recognition and defense system for autonomous vehicle 
systems are still not available [9].  

A novel anomaly recognition method of perception 
system for autonomous vehicles based on distance metrics 
is proposed in this letter. This method utilizes the 
redundancy of sensing information between multiple 
sensors and the overlap of sensing information of the same 
sensor at adjacent moments to respectively establish the 
cross-correlation of multiple sensors at the same moment 
and the auto-correlation of the same sensor on adjacent 
time series with the distance metric models. Finally, based 
on the distance metric model, we monitor in real-time 
whether the distance values are within the corresponding 
normal confidence intervals, to judge and identify anomaly 
sensors. Figure 1 shows the core idea of this method. The 
hierarchical detection method of cross-correlation and 
auto-correlation is adopted, which makes that this method 
not only takes into account the detection efficiency but also 
ensures the detection accuracy. 

 

Fig 1. Schematic diagram of cross-correlation and auto-correlation 
of sensors 

The proposed method for recognizing anomaly sensors: In 
this section, we formulate a new method based on the 
distance metric to recognize the anomaly sensor. As shown 
in Figure 2, we establish the distance model and distance 
distribution between sensors to judge whether the group of 
sensors is abnormal. The overall algorithm is briefly 
described as follows.  

Firstly, it is necessary to unify the data characteristics of 
sensors within a group according to the functional 
requirements since different sensor data provide various 
data vectors for different functions. Then, the cross-
correlation distance of the sensor is calculated to judge 
whether the function is abnormal. If the distance exceeds 
the confident interval, the sensor of this function calculates 
the auto-correlation distance to recognize the anomaly 
sensor. 

Secondly, according to the information correlation 
between sensors in the same group, we can establish a 
cross-correlation distance metric method and use the norm 
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to describe the distance metric. We calculate the cross-
correlation distance between different sensor feature data 
and the cross-correlation distance formula is presented as 
follows.  

 

Fig 2.  The proposed method for detecting and locating anomaly 
sensor 

 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖+1 (s1, s2) = 𝐿𝐿n�𝑠𝑠1 �����⃗ 𝑖𝑖+1 −  𝑠𝑠2 �����⃗ 𝑖𝑖+1�          (1) 

Where n is a non-negative integer, which can be taken 
as 0,1,2,3. 𝑠𝑠1 �����⃗ 𝑖𝑖+1 and 𝑠𝑠2 �����⃗ 𝑖𝑖+1 represent the sensing data of 
the sensor jointly realizing a certain function at i + 1 time 
respectively. The metric of the distance between multiple 
sensors, as well as the distance model, allows us to detect 
whether there is a problem between the sensors. Assuming 
that we judge whether the same groups of sensors are 
abnormal with a 99% confidence interval, the confidence 
intervals formula is present in the following. 

 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑒𝑒 𝑖𝑖+1(𝑆𝑆1, 𝑆𝑆2) ∈ �𝜀𝜀 − 2.58 𝜎𝜎
√𝑚𝑚

 , 𝜀𝜀 + 2.58 𝜎𝜎
√𝑚𝑚
�   (2) 

Where 𝜀𝜀 and 𝜎𝜎2 is the expectation and the variance of 
historical normal data, respectively. If the distance of the 
group of sensors is not within the above confidence interval, 
it indicates that the abnormalities in the group of sensors 
are detected, but the anomaly sensors cannot be recognized.  

Finally, if the cross-correlation distance of the sensor 
group is not within the confidence interval, it is necessary 
to further computer the distance of a single sensor in the 
time domain to recognize the anomaly sensor. The 
information sensed by a sensor in two adjacent times will, 
under normal circumstances, have overlapping areas, 
meaning that the sensor data have a time correlation in the 
time series. Therefore, the auto-correlation distance of the 
single sensor at the adjacent time is within a certain range. 
The auto-correlation distance formula is given as follows. 

  Differencesensor(ti, ti−1) = Ln(ti, ti−1)               (3) 

Assuming that we judge whether the single sensors are 
abnormal with a 99% confidence interval, the confidence 
intervals formula is present in the following. 

 Difference𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑡𝑡𝑖𝑖, t𝑖𝑖−1) ∈ [τ − 2.58 σ
√m

 , τ + 2.58 σ
√m

](4) 

If the auto-correlation distance of the sensor at two 
adjacent times is not within the above confidence interval, 
it indicates that this sensor successfully is recognized as an 
anomaly sensor. 

Experiment result: In this section, we demonstrate the 
proposed method on the KITTI dataset under the LIDAR 
tampered attack. According to the positioning group of the 
autonomous vehicle, we group the sensors in the sensor 
system and unify the data characteristics of relevant sensors 
(such as LIDAR, GPS, and IMU). Considering the data 
correlation and computational efficiency, we choose the 
sliding window represent a time index and set to 10 seconds. 
A selection of anomaly points is used to simulate the sensor 
anomaly test and the wrong point cloud data of LIDAR 
location features is injected at the moment when the time 
series index is 100, then we implement our proposed 
method. 

 

Fig 3. Distribution of distance metric values for sensors in the 
positioning group at 99% confidence ( 𝜀𝜀 = 8.32 𝜎𝜎 = 6.53） 

To detect anomaly sensors in real-time, We calculate the 
cross-correlation distance between different sensors data. 
As shown in Figure 3, it can be observed that there is the 
distribution of distance metric values for sensors in the 
positioning group and most distance values are in the 99% 
confidence interval ( green region ), while there are 
significant outliers appearing in the anomaly region ( grey 
region ) under the LIDAR tampering attack. This means 
that there are anomaly sensors in the positioning group and 
it is necessary to calculate the auto-correlation of the sensor 
to recognize the anomaly sensor. In Figure 4, there is the 
distribution of the distance measure of the auto-correlation 
of each sensor in the positioning group at 99% confidence. 

In Figure 4 (a) and Figure 4 (b), it can be observed that 
the auto-correlation distance of IMU and GPS are always 
within the 99% confidence interval (colored region), while 
some outliers of LIDAR appear in the anomaly region (grey 
region), as shown in Figure 4 (c), which means that the data 
of LIDAR violates the time correlation and the anomaly 
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occurs on the LIDAR sensor. Therefore, our proposed 
method successfully detects and recognizes the anomaly 
data of LIDAR. 

 
(a) Distribution of GPS distance metric value on adjacent time 

series（ε = 0.325 σ = 0.0136） 

 

(b) Distribution of IMU distance metric value on adjacent time 
series ( 𝜀𝜀 = 0.9 𝜎𝜎 = 0.61) 

 

(c) Distribution of LIDAR distance metric value on adjacent time 
series ( 𝜀𝜀 = 1.024 𝜎𝜎 = 0.014) 

Fig 4. The distribution of the distance measure of the auto-
correlation of each sensor in the positioning group at 99% 
confidence 

Conclusion: In this letter, we propose an anomaly 
recognition method based on distance metrics in the spatial 
domain and time domain for autonomous vehicle 
perception systems. This method can not only detect 
abnormalities but also recognize anomaly sensors, which 
will greatly ensure the safety of the autonomous vehicle. In 
the experiment, a tampered anomaly is implanted into the 

LIDAR, and experiments on the real KITTI dataset 
demonstrate the feasibility of the method. The proposed 
method in this paper is not only applicable to autonomous 
vehicles but also applicable to other unmanned systems, 
such as UAVs and unmanned ships. 
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