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Abstract

Analog Physically Unclonable Functions is a new class of Physically Unclonable Functions with the
characteristic that the output is not a bitword (as it is in the traditional Physically Unclonable Functions),
but an analog value that is successively converted to digital by a suitable circuit called digitizer. The
advantage is that, potentially, if a suitable digitizer is employed, a single cell can produce more than one
bit, simplfying the implementation and reducing the footprint. This paper proposes a simple digitizer for
Gaussian Analog Physically Unclonable Functions that exploits the properties of quantization noise to

obtain a stable and uniformly distributed output.

1 Introduction

The problem of providing secure “fingerprinting” to chip (e.g., for authentication purpose) stimulated the
development of several Physically Unclonable Function (PUF) schemes [1-11]. A PUF is a circuit that
implements a function that maps bit-strings to bit-strings. The peculiarity that characterizes a PUF is its
sensitivity to components variations, making the behavior of every PUF unique and akin to a fingerprint of
the chip.

A small class of PUF is represented by the PUFs that have no input and, therefore, always return the same
value each time they are queried. This kind of PUF is sometimes called Physically Unclonable Constant
(PUC) or Physically Obfuscated Key (POK) and it can be interpreted as a way to embed a random secret
in a chip. The secret embedded with a PUC can be used in any criptographic protocol: for example, as the
private secret in a Diffie-Hellman (DH) scheme, as the private key for asymmetric cryptography, ans so on.
We will say that an ideal PUC is a random constant [12,13] since a PUC always returns the same value that

has been randomly “selected” at construction time.



A PUC is a two-step experiment: the first step happens at construction time and randomly select the value
that the PUC should return every time it is queried (called nominal output in the following); the second step
takes place when the PUC generates the output that can differ from the nominal one because of noise. An
intuitive model for a two-step experiment is the bag of coins: we have a bag that contains many coins, some
coin is biased toward head, some other toward tails and maybe few coins are unbiased. At construction time
a coin is randomly chosen and every time the PUC is queried the coin is flipped.

Most PUC schemes are digital circuits that when they are turned on, they converge, after a transient,
to one of two possible states. PUCs can be based on comparators [14, 15], SRAM cells or latches [16-20,
20-23]. Finally, there are schemes like [24—26] where the PUC is a circuit that, differently from memories
that have two stable states by design, have a single stable state whose position is very sensitive to the circuit
parameters. All these schemes are digital.

Recently Analog-based Physically Unclonable Constants (APUCs) have been proposed [27]. APUCs
obtain the secret bit-string by measuring some analog value affected by construction time dispersion, for
example, resistance [27]. The advantages of APUCs are the possibility of getting more bit per cell (while
digital based PUCs produce usually one bit per cell) and a potentially very stable result, if the measurement
is done correctly. A drawback of APUCs is that usually the analog values are not uniformly distributed
(most often they are normally distributed); therefore, the bits obtained by the measurement are not unbiased
and iid. This issue can be solved by employing a conditioner, that is, a processing block that “distillate” the
randomness in the measurement to produce Unbiased and Independent Identically Distributed (uiid) bits.
Since the outcome of measurements are binary words, one can employ any generic conditioning scheme,
for example, Elias-like schemes [28—34] that are complex, but give strong theoretical guarantees about the
quality of the generated bits or simpler solutions such as hash functions [35] that are simpler, but with less
strong theoretical guarantees (often based on assumptions like of being random oracles).

In this paper we propose a conditioning scheme suited for APUC that is very simple to implement and

gives strong guarantees about the randomness of the result.

2 Preliminaries

2.1 Notation

Translation and scaling In few proofs it will be convenient to use some special notation for the operations
of translating and scaling a function f : R — R. For technical reasons, we assume f to be absolutely
summable, that is f € L' (R).

We will denote f translated by d € R as 7 f and f rescaled by A # 0 as S; f. More precisely, operators



@ LY(R) — L'(R) and S;, : L'(R) — L!(R) are defined as follows

f(x) = f(x—d) (la)
Saf(x) =|A] f(Ax) (1b)

Note that with definition (1) ||f||; = [|79f|l1 = ||Syf|l1. This notation will make some derivation easier,

especially because of the following properties whose proof is immediate

b = gath S8y =Sy S, = 18, 2)

Random variables If X is a random variable, we will denote its Probability Density Function (PDF) as
fx and its Cumulative Distribution Function (CDF) as Fx. If X has mean m and variance o2, we define its
normalized version as X = (X —m)/0; in other words, X has the same “shape” as X, but it has zero mean
and unitary variance. The PDF of X is clearly fy(x) = 0 fx(0ox+m), or, using operators (1) fx = SoT " fx.

If X is a Gaussian random variable with mean m and variance 6> we will write X ~ .4 (m,c?); if X
is random variable uniformly distributed on set / C R we will write X ~ % (I). Sometimes we will use
notations like .4 (m, 6%) as an “anonymous” random variable, e.g. P[4 (m,c?) > 1/2].

In the following we will often assume that a given random variable X satisfies the following hypothesis.
Hypothesis 1. The PDF fx of X is monomodal and even (therefore, its only maximum is in zero).

In most cases Hypothesis 1 is not critical and most of the properties could be easily extended to more
general cases. However, Hypothesis 1 simplifies considerably the proofs and it is general enough to be

appliable in many real cases (for example, .4 (0, 62) satisfies Hypothesis 1).

Quantization A uniform quantizer with quantization step A is a function Qp : R — R that maps every real

number x € R to the closest multiple of A, that is
Oa(x) =Ax/A] 3)

where |x| denotes the integer nearest to x € R. We will denote with €x(x) := x — Qa(x) the quantization

error. Note that €x(x) € Iy where I is defined as
Ihvi={ueR:-A/2<u<A/2} 4)
Sometimes it will be useful to consider the normalized quantization error

1
a(x) = KEA(X) eh Q)

If X is a random variable, we will denote with X, its quantized version, that is, X := Qa(X)



Entropy Let X be a random variable assuming values in a numerable alphabet <7/. A measure of the

randomness of X, commonly used in cryptography, is its min entropy H.(X) defined as [35,36]
H.(X) := min(—log, P[X = a]) = —log, max P[X = q] (6)
acg/ aca/

Min-entropy shares several properties with the Shannon entropy: it attains its maximum value log, | <7/ if
and only if X is uniformly distributed and its minimum value O if and only if X is deterministic, if X and
Y are independent, then H..(XY) = Heoo(X) + Ho(Y), if g is any function defined on o7, then Hw(g(X)) <
H..(X) where equality is guaranteed if g is injective. While Shannon entropy is a measure of the amount
of information necessary to describe X, the min entropy is related with the problem of guessing X. For
example, it is easy to show that the number of trials necessary to guess X with probability p, cannot be
smaller than ngHw(X ),

Let X be a continuous r.v. (that is, it assumes values in R) with PDF fx : R — R. We define the

differential min-entropy of X, ho(X), as

heo(X) := —log, sup fx (x) ©)
x€R
Some properties of the differential min-entropy will be necessary in the following.

Property 1. Suppose X is a continuous r.v.

1. IfY =aX +Db, then
heo(Y) =logs a+ he(X) 8)

2. If the support of X is contained in the interval [a,b] (that is, fx(x) #0=a <x <b), then
he(X) < log,(b—a) )
with the equality achieved if X ~ % ([a,b]).
3. If fx satisfies Hypothesis 1, then
Hoo(Xp) = hoo(X) — log, A+ a(A/ Oy) (10)
where o(x) > 0 and lim,_,o &t(x) = 0.

The proof is in Appendix A, Proof A.1.

Remark 2.1
Equation (10) implies that for small A (fine quantization hypothesis),

o
Hea(Xs) & heo(X) —logy A = ho(X) +log — (11)

where we used o (X) = l0og, 0 + heo (X) (first claim).



3 Random bits from analog sources

3.1 PUCs and APUCs

As said in the introduction, a PUC is a digital circuit whose outcome is very sensitive to component varia-
tions happening at construction time. Because of this, it is not possible to predict if a given PUC instance
will output ‘0’ or ‘1°; ideally, approximately half of the PUCs on a chip will produce ‘0’ and the other half
will produce ‘1°.

An APUC, like a PUC, is very sensistive to component variations, but instead of producing a digital
output it will produce an analog output. Of course, the analog output will need to be digitalized in order to
have a final digital outcome. For example, in [27] the authors propose an APUC that exploits the dispersion
of an n-well resistor. By using an operational amplifier the resistance is converted to a tension which is, in
turn, converted to digital with an Analog to Digital Converter (ADC).

The advantage of an APUC is that it has the potential of providing more than one bit per cell (up to 6-8
with the APUC of [27], see Section 6). On the other hand, the analog output lacks the intrinsic stability
that digital outputs have and this means that we need special care to guarantee that every time an APUC is

queried the same digital outcome is produced.

3.2 A generic APUC-based scheme

Fig. 1 shows the reference scheme that we will use in this paper.

* We have an array of APUC cells. In an ideal, noiseless case, the ¢-th cell, when turned on, produces
always the same value V;, which is modeled as a random value whose realization is determined at
construction time. We will call V; the noiseless outcome of the cell. We will often use the notation V

when the cell index can be omitted.

* Noiseless outcome V' is modeled as a random variable with PDF fi;, mean my and variance G‘%.

Random variables relative to different cells are iid.

* In practice, because of noise, the value read from a cell will differ from the corresponding noiless
outcome V. More precisely, we assume that V gets corrupted by an additive noise 1 that can be used
to model, beyond thermal noise, even the effect of other disturbance (e.g., temperature changes [27]).

Noise 91 will be assumed to have PDF fiy, zero mean and variance 0'§t.

* The noisy value V = V + 91 is converted to digital using an ADC modeled with a quantizer with

quantization step A. Let Vs = Qa(V) = Qa(V +N) be the random variable associated with the ADC
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Figure 1: From random analog constants to iid bits.
output.

The quantization of the noiseless value, that is, VA = Qa(V) will be considered the reference value of
the cell and we will say that an error occurs if Vy # Va. A cell will be said to be reliable if Vi = Vp

with large enough probability (this idea will be made more precise later).

Note that V) plays only a theoretical role and we do not need to actually know it, although, in practice,

it can be needed during the enrollment phase, see Section 3.3.

« The quantizer output V is processed with a conditioner which distillates the randomness in V to
produce unbiased iid bits. Since the conditioner is a deterministic function, as long as no error occurs,

that is V, = V, for every cell, the output of the conditioner will be correct.

3.3 The enrollment phase

In many PUF/PUC schemes the first turn-on has a special significance and it is used to do the so-called
enrollment. Depending on the PUF/PUC scheme, the enrollment phase is used to register the device behav-
ior in a database or creating some helpers used in successive turn-on [37,38]. For example, if the secret
generated by a PUC is used as the private key in a DH authentication scheme, during the enrollment phase
the public key would be generated and stored together with the device identity.

In the following we will assume that it is possible to get, during enrollment, Vj, that is, the quantized
version of the noiselss outcome. If this is possible or not, clearly depends on the specific analog cell, but in

general one can expect to be able to minimize the noise by averaging many measures (to reduce the impact



of thermal noise) and by a strict control of the environment (e.g., the temperature) to reduce the impact of

external variables.

3.4 Conditioning and reliability in an APUC

In order to get a reliable source of random bits from the scheme of Fig. 1 it is necessary to solve two

problems

Conditioning That is, exctract from the quantized values ‘A/g? A a sequence of unbiased iid bits.

Reliability That is, guarantee that always the same bit sequence is generated (at least with large enough

probability), despite noise 1.

Section 4 describes the proposed conditioning solution, while Section 5 explains how reliability can be

achieved. Finally, an example of design for the APUC of [27] is given in Section 6.

4 Conditioning

The conditioning problem is how to convert quantized values VgA into a sequence of bits that is, ideally,
unbiased and iid or, at least, with some guarantees about its min entropy. An off-the—shelf solution is to
interpret the sequence of the quantized samples can be seen as simply a sequence of binary words that
can be processed by any general conditioning algorithms such as Elias-like schemes [28-34] or simpler
solutions such as hash functions [35]. While Elias-like schemes guarantee that the output bit-stream is a
perfect Unbiased Bernoulli Process (UBP), they can be more complex to implement if compared with hash-
based schemes that, however, do not have the same hard theoretical guarantees, although they can be good
enough for most applications. Also note that the original Elias’ scheme [28] is inefficient since it produces
on average pg — p% output bits per input bit, where pg is the probability of ’0’; even with an UBP (i.e.,
po = 1/2), the efficiency is only 25%.

However, the fact that the conditioner input are quantized analog values enables the use of conditioning
schemes especially suited for this type of data such as the Elias-like scheme for Gaussian variables described
in [30]. That scheme guarantees a perfect UBP, but it is quite complex to implement. Here we describe a
scheme that takes advantage of the analog nature of the data, it is very simple to implement and it has some

strong quantitative result about the min-entropy of the final bit sequence.



4.1 Quantizing the quantization error

The proposed approach is quite simple and it exploits the fact that if A is small enough (say, less or equal
than a threshold Ar), the quantization error is approximately uniform. Therefore, one can first quantize V
with step Ar, take the quantization error €x, (V) =V — Qa, (V) ~ % (I5,) and quantize it again with the
smaller step A =2"?Ar. Since &y, (V) is (approximately) uniform, the quantized value will be a b-bit binary
word with bits (approximately) iid and unbiased. Clearly, instead of doing two successive quantization, it is
equivalent (and simpler) to quantize directly V with step A and keep only the b least significant bits.

This scheme is very simple, but has as a drawback a loss of efficiency since the result of quantizing with
Ar (the discarded more significant bits) has some randomness that could be extracted. This will be discussed
in Section 4.2.

It is worth to quantify, in terms of min entropy, both the quality of the uniform approximation and the

amount of randomness in the most significant bits.

4.1.1 Departure from uniformity of €,

Since €a, has support I, according to Property 1, its differential entropy cannot be larger than log, Ar,
the differential entropy of % (I, ), a r.v. uniformly distributed over I5,. This suggests to use log, Ay —
he(€a,) > 0 as a measure of departure of fes, from an uniform distribution. An interesting result is that
this difference depends on A7 and oy only via their ratio p = Ay /0y, as claimed by the following property

whose proof is in Appendix A, Proof A.2.

Property 2. The differential min entropy of €a, can be written as
hes(€a7) =108y A + heo(Ea;) (12)

where ho(€a; ), the differential entropy of the normalized quantization error, depends on Ay and oy only via
their ratio p = Ar /oy, that is,
heo(€ar) = —gv(p) <0 (13)

for a suitable function gy.

We decided to use the minus sign in (13) since in this way gy (p) = gv (Ar/oy) > 0 can be interpred as
the number of bits “lost” because of the departure of €, from exact uniformity. Since gy (p) depends only
on the ratio p, we can do plots like the ones in Fig. 2, relative to the Gaussian case and discussed in greater
detail in Section 4.3.

An interesting result is that /..(€a, ) does not depend on the mean, as claimed by the following corollary.



Corollary 1. LetU =V +m, m € R, and let Na, = U — Qa, (U) be the corresponding quantization error.
For every Ar the following holds
hm(’?Ar) = hm(gAT) (14)

The proof is immediate by observing that V and U in Corollary 1 have the same variance.

4.2 Extracting randomness from the most significant part V.
4.2.1 Entropy of the most significant part V,,

It is useful to know also the min-entropy H..(Va,) of V quantized with step Ay = 2P A since it represents the
number of bits lost when the most significant bits of V, are discarded. Interestingly, even H..(Vy, ) depends

on Ar and oy only via their ratio. This is a direct consequence of 1 and (10) which imply that
Hoo(Va;) = heo(V) —logy(A/ oy ) + (A Oy) (15)

where a(x) > 0 and lim,_,o &¢(x) = 0. Since H.(Va,) depends only on the ratio p = A/oy; we can plot

graphs like the one in Fig. 2, relative to the Gaussian case and discussed in greater detail in Section 4.3.

4.2.2 Extraction techniques

If the efficiency loss due to discarding the most significant bits is not acceptable (that is, if Hw(Va,) is too
large), it is possible to extract randomness from the most significant part V.. In this section we describe
and compare two possible approaches, namely: using the sign bit and using a zero flag. We V satisfies
Hypothesis 1. Note that Hypothesis 1 implies my = E[V] = 0; the case my # 0, maybe the most probable

case of deviation from Hypothesis 1, is briefly discussed in Section 4.2.3.

Sign bit  If the PDF of V is even, the probability of the event V, > 0 is equal to the probability of the event
Va, < 0. This suggests that the sequence of sign bits (1 if V,, is negative) is a UBP. This is true if events
Va, = 0 are discarded since otherwise “0” would be more probable than “1.” Clearly, the average number of

bits per device that can be obtained is (if fy satisfies Hypothesis 1)
P[Va, #£0] =1—P[Vy, =0] =1 —27=Var) = 1 — p2~=(V)p=1(P) s | — po—=(V) (16)

where the approximation holds in the large bitrate limit.



Zero flag  Since fy has a single maximum in zero, it is easy to prove 0 is the most probable value for Vy,
and H..(Va,) = —log, P[Va, = 0]. Consider now the zero flag r.v. Z equal to 0 if V5, = 0 and equal to 1
otherwise. Clearly, since P[Z = 0] = P[Va, = 0], if P[Vs, =0] > 1/2, then P[Z=0] > P[Z = 1] and

Hw(Z) = —log, P[Va, = 0] = Heo(Va) a7

This shows that if Ay is large enough to have P[V,, = 0] > 1/2, then the zero flag is optimal since its min-

entropy is equal to the min-entropy of V,, and no deterministic processing cannot increase the min-entropy.

4.2.3 The non-zero mean case

The sign method and the zero flag method suppose that fy is even and it has a single maximum in 0, for
example, a zero mean Gaussian. If my # 0, the two methods can be suboptimal. Depending on the context,
one can accept the loss of efficiency or estimate the mean my and compensate for it; since it is reasonable
to assume that in a real case more than one cell will be available, my can be estimated by taking the average
of the outcomes of the cells. Observe that an error in the estimate of my will make the scheme inefficient,

but it would not be a critical flaw since it would impact at most one bit of the generated secret.

4.3 The Gaussian case

It is worth specializing the results above to the case V ~ .4#(0, 63).

Fig. 2a shows the measure of departure from uniformity of €x, gy (p) = hw(€a) —log, A, as function of
p = A/oy. Notice that for p smaller than ~ 1.7, the quantization error can be considered uniform. This
is confirmed by Fig. 2b which shows the PDF of the normalized quantization error €y = €, /A for different
values of p (the normalization allows us to have the horizontal axis in the range [—0.5,0.5] for every A). The
inset shows a detail for the case p = 1.35 that has a special significance in relation to extracting randomness
from the most significant part, as it will be clear shortly.

Fig. 2c shows the min-entropy H..(Va,) of the coarse quantization Vj, as a function of p, compared
with the min-entropy achievable with the sign bit or the zero flag approaches. The dashed vertical line
corresponds to p = Pop &~ 1.35. It is clear that in this case the zero flag technique is the optimal one; indeed,
for p = popt, P[Va, = 0] = 0.5, making the sequence of the zero flags an UBP.

At p = popt» the quantization error is well approximated by a uniform random variable. Indeed, accord-
ing to Fig. 2a, shows that with the difference /..(€x) —log, A at p ~ 1.35 is approximately 10~%, see also
the inset in Fig. 2b.

10
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Figure 2: (a) Difference between the differential min entropy of the quantization error of .4 (0, 62) quan-
tized with step A and the maximum achievable differential min entropy —log, A (b) PDF of the quantization
error of normalized quantization error €5 = &4 /A relative to a .4 (0, 6?) quantized with step A for several
values of p = A/c. The inset shows the case p = 1.35 with the vertical axis rescaled. (c) Min-entropy of
a .4/ (0,0?) quantized with step A compared with the min-entropy achievable with using the sign bit or the

zero flag conditioning. The dotted vertical line corresponds to p = 1.35 (d) Hw(Z) as function of u = my /oy

11
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4.3.1 The non-null mean case
Given its simplicity and efficiency, assume that the zero flag method is used with p = 1.35. We want to
estimate the inefficiency induced in the zero flag method if my # 0. Call u = my /oy. The probability of
Z=1is

PZ=1]=PVy=0]=®(p/2—pn)—P(-p/2— 1) (18)

Define, for convenience of notation,

ro(u) =P (p/2—p)—P(—p/2—p) (19)
We will need the following lemma about r,,. The proof is in Appendix A, Proof A.3.
Lemma 1. For every p map |1 — rp (1) is even and monotone decreasing for p > 0.

Since for p = 1.35 and my = u =0, P[Z = 1] = r;35(0) = 1/2, it follows that r; 35(1) < 1/2 when
U # 0; therefore, if 4 # 0, event Z = 0 is more probable than Z = 1 and this implies

H.(Z) = —log, P[Z =0] = —log, r1 35(1t) (20)

that is, H.(Z) for p = 1.35 depends only on p. Fig. 2d shows H.(Z) as function of u.

4.3.2 A recipe for conditioning Gaussian variables

We can summarize the theory so far in the scheme of Fig. 3. Random variable V' is quantized with a M-bit
ADC and quantization step A = 27°Ar = 27?1.35 oy for some b € N. The M — b most significant bits are
extracted and used to determine the zero flag that will be equal to 1 if the M — b most significant bits are zero
and 0 otherwise. The remaining least significant b bits are taken as they are since they can be considered
unbiased and iid with excellent approximation (see Fig. 2). For every analog value b + 1 bits are produced;
the min entropy is between b and b+ 1, depending on pt = my /oy (the maximum value b + 1 is achieved

for u =0, see Fig. 2d).

12



The value of M can be chosen by fixing a maximum probability of overflow during the conversion, that

is, fixing a maximum probability to have
V| >2MA =2M~b-11 350y, 1)

If M — b =2, the probability of (21)is ~7- 107> = 0.7%, while if M — b = 3, the probability of is ~ 6.6- 1073,
We expect that M — b = 3 is enough for most application, but maybe even M — b = 2 can be acceptable in
some cases. If the value of |V| is too large, the cell can be disabled, using the mechanism described in

Section 5.

5 Reliability

As discussed in Section 4, we can extract as many bit as we desire from V, as long as we choose A small
enough. Actually, according to (11), A gets exponentially small with the number of bits b. See, for example,
the Gaussian case in Section 4.3.2.

Beside the difficulties in designing and building an ADC with a large number of bits (schemes like
sigma-delta cannot be used in this case), a clear limit to employing a small A is the presence of noise 1.
For example, if A is comparable (or smaller) than ow, we expect that the least ssignificant bits will change
at every measurement and this suggest that the PUC will not be reliable, in the sense that the outcome can
change at every turn-on.

One could try to search for the smallest A that guarantees a given error probability. Unfortunately this
is not possible since, intuitively, values that are close to the border between two quantization intervals are
bounded to have an error probability close to 1/2 (this will be made more precise later). The best we can do
is to ask that the probability of having such irremediably unreliable cells is small and, as it will be proved
later, this can be achieved by choosing A large enough.

Here we propose a simple approach similar to the dark bit idea [8,9, 24,39-44]; that is, at enrollment
time we estimate the reliability of every cell and disable the cells that are not reliable enough. This will
require to use a surplus of cells in order to compensate for the loss due to the disabled cells. The way the

reliability of a cell is checked depends, clearly, on the specific cell architecture.

5.1 Cell reliability definition

We need a precise definition of reliability. Remember that VA = Qa(V) is the reference value (the PUC
outcome in the noiseless case) and Vi = OA(V + M) is the output of the ADC affected by noise. If Va #Va

we will say that an error occurred. We define the reliability of an instance as the complementary of error

13



probability. More precisely, we define the reliability function Zx : R — [0, 1] as
%A(V) = P[QA(V—i-m) = QA(V)] (22)

We will call Z(V) the reliability of the instance and if Ry, is the minimum acceptable reliability, we will

say that the instance is reliable if ZA(V) > Rpin.

Remark 5.1
The value of Ry, can be expected to be a parameter design or being readly derivable from other parameters. For
example, suppose we want to design a PUC with N cells and it is required that the PUC has a “bad start” (that is,
it produces the wrong secret) with a probability smaller than pyaq on. This would require that reliability of every

cell is not smaller than

Rmin = N\/ 1 — Pbadon (23)

The following lemma (whose proof is in Appendix A, Proof A.4) simplifies the analysis, showing that

ZA(v) depends only on the quantization error €x(v).

Property 3. Probability Zx(v), v € R depends only on €x(v), that is, if v,u € R are such that ex(v) = €a(u),

then Zn(v) = %a(u). Moreover, if M has zero mean and variance 3, then for every |v| < A/2

A A
%A(V) :Fm <—V> —Ffﬁ <——V> (24)
2 2
Remark 5.2
It is interesting to consider the normalized version
T s = (x(12)) e (s(4 ) mer o

where Fy; is the CDF of the normalized noise 91 = 91/ 0. Note that Z(x) depends only on the ratio k = A/on.

This allows plots like the one in Fig. 4 that shows 1 — Z(x) in the Gaussian case for different values of .

In Fig. 4 it is clear that Z(x) is maximum when x = 0, it increases with k and it is always near 1/2
(actually, smaller than 1/2) on the extreme values x = 4-1/2, confirming the intuition that the values near
the border between quantization steps are bound to be unreliable. The following property, shows that this is

a general consequence of the symmetry of the PDF of the noise, therefore it holds in many cases of interest.
Property 4. If the density of N satisfies Hypothesis 1, then

1. Ry is even,

2. Foreveryk, Z(1/2) < 1/2

3. For every K, map x — % (x) is monotone decreasing for x > 0
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4. For every |x| < 1/2 map k — Z(x) is monotone increasing.
The proof is in Appendix A, Proof A.5. Property 4 has two consequences that will prove important.

Corollary 2. If the hypothesis of Property 4 are satisfied, then for all v € [—1/2,1/2]
R(0) =2F5z(k/2) — 1 > R(v) > Zic(1/2) = Fy (0) — Fr (—k) < 1/2 (26)

Definition 1. If g € [#(1/2),%(0)] = [%a(A/2),%(0)], we will denote with %, (q) € [0,A/2] the
positive solution of the equation Za(x) = q. The definition is well posed since %(x) = q has one and only

one positive solution, as a consequence of Property 4 and Corollary 2.

Remark 5.3 (Bound on x)
Since @K(O) is a monotone decreasing function of x, it follows that if a minimun reliability Ry, is desired, k¥

must be not smaller than

27

1+ Ry
Kmin = 2Fﬁ*1 ( "’2 mm)

The lower bound on k = A/ oy implies a lower bound on A = 2~?A7 which in turn implies an upper bound of b.

See also Fig. 4b.

5.2 Probability of a reliable cell

Because of Property 4 and Corollary 2 above, we can map the reliability requirement into a constraint about
ea(V). More precisely, if Ryin > Z%a(0), the constraint is never satisfied since the instance reliability will
always be smaller then Rpi,. If Ry < Za(A/2), the reliability required is so small that every instance

satisfies constraint (23). Finally, in the intermediate case, constraint (23) is equivalent to
lea(V)| < 24" (Ruin) (28)

From this result we can derive the probability of having a reliable cell, p, as

1 Runin < Za(A)2)
Pret = ~ 2%, (Rmin)  Rumin € [24(0), Ba(A/2)] (29)
0 Ruin > %A(O)

where the second case follows from

Z%A_ 1 (Rmin)

——1
A =2%,. (Rmin) (30)

Pllea(V)| < %y (Ruin)] ~

where we used the fine quantization hypothesis, that is, that €4(V') is approximately uniform on (—A/2,A/2).
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Fig. 5 shows the probability of getting an unreliable cell (that is, the complementary of (29)) as function
of the reliability for different values of x and . We used values of x and £ comparable with those found
in [27]. Fig. 5 shows the complementary of (29) in order to have a more detailed view of the region where

(29) is almost one.

5.3 Dark bit approach

To guarantee the reliability of every cell is not smaller than R, we propose a dark bit approach [8,9, 24,
39-44], that is, at enrollment time the reliability of every cell is estimated and the cells that are not reliable
enough are disabled. How the reliability is estimated and how the cells are disabled depend, clearly, on the
specific application and the specific APUC scheme employed and it will not be discussed further here.

If N working cells are required, the chip must include a surplus, say N* > N cells, in order to compensate
for the disabled cells. We assume that if more than N — N cells are disabled, the chip is discarded. If pre

is the probability of a reliable cell, the probability of discarding a chip is
Poad = P[B(NT, pret) <N] =T1_p (N" =N,1+N) (31

where (N, prel) is a binomial random variable with N* trials and success probability py and J is the

regurlarized incomplete beta function [45].

6 Design example

In this section we show how to apply the theory above to a PUC design. We will assume that we are given
1. The number of bits B produced by the PUC
2. The probability of a bad turn-on ppaq on-
3. The statistical description of V. For the sake of this example we will assume V ~ .4 (0, 62)

4. The statistical description of noise 1. For the sake of this example we will assume 9t ~ .47(0, 0'92({)

We employ a dark-bit approach: at enrollment time we estimate the reliability of the cell and if it is not
reliable enough, we disable it. If the remaining cells can produce at least B, we keep the chip, otherwise we
discard it.

Designing the PUC means to find

1. The quantization step A =2~?A; (or, equivalently, the number of bits per cell b), where Ay = PoptOv =

1.350y (see Section 4.3).
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2. The number of cells to be implemented in the chip N*, remembering that the minimum number of

working cells is N = [B/b].

For the sake of this example, we choose N /(1 — pp.q) as the objective function to be minimized. The
rationale for this choice is that ratio N /(1 — ppaq) can be interpreted as the average number of cells required
to generate B bits.

The outline of a possible design procedure is as follow

1. Choose a number of bits per cell b

2. Compute the required number of working cells N = [B/b] and the minimum reliability Ry, required

using (23)

3. Compute k = A/oy = 271.35& and check that % (0) > Rpin. If the check fails, b is not a feasible

number of bits per cell and the design procedure cannot continue.
4. Compute the reliable cell probability pye usng (29)
5. Find Nt > N that minimizes

Nt Nt
1 —poad P[B(NT,pre1) > N|

(32)

The procedure above is iterated for several choices of b to find the best one, that is, the value of b that gives

rise to the smallest N* /(1 — ppaq).

Remark 6.1 (Optimal N* in (32))
At the best of our knowledge, there is not a simple closed form expression for the optimal N in (32); this is not
a critical issue since (32) can be easily optimized by brute force, as soon as py; and N are known.
Fig. 6 shows the result of said optimization for few values of N and pye;. The vertical axis shows N /(N/pel) =

PretNT /N, that is the ratio between the average number of working cells and the required number of working cells.

Fig. 7 shows the total number of bit per cell B/N™ as function of SNR & and for different values of the
PUC size B and ppag on- The range of SNRs is comparable with the SNR found in [27].
7 Conclusions

A simple digitizer based on the properties of quantization noise was proposed. The digitizer first processes
the analog input value with an ADC and then it discards the most significant bits. Theoretical analysis show

that the optimal quantizaztion step A is approximately 1.35 times the standard deviation of the input.
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If required, the most significant bits can be processed to distill further random bits. We analyzed two
methods to process the most significant bits and it was found out that the most efficient (and easiest) method
is the zero flag method: if the most significant bits are all zeros, the output is 0, otherwise it is 1. This
method is optimal in some cases.

Finally, it was shown that the maximum number of bit per cell that can be extracted is function of the

required error probability pp.q and the ratio between the standar deviations of the input and of the noise.
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A Proofs

Proof A.1. Proof of Property 1 The first claim follows at once from fy (x) = (1/a) fx((x —b)/a). To prove

the second claim, call M = maxc|, ) fx (x) the maximum of fx and observe that

1=Aﬁ@ﬁzfﬁ@ﬂ§MWﬂ) (33)

which shows that M > 1/(b — a). The second claim follows at once.

Finally, to prove the third claim observe that

P[Xp =nA] = fx(x)dx < /

Izr+nA Ir+nA uclR

[maxfx (u)} dx = Arneaué(fx (u) (34)

Moreover, from the hypothesis on f it follows that for every n > 0

nA+A/2

P[XA =nA] = /n aa Sx(x)dx

nA nA+A/2
= [ e [ el
nA—A/2 nA

nA nA
:/ ﬁ@m+/ Felor AJ2)dx
nA—A/2 n

A—AJ2

<2 / fre(x)dx feetA2) < fr@iftx>o B9
nA—A/2

AJ2

:2/ Sx(x+nA—A/2)dx
0

<2 A Sfx(x)dx

= P[Xy = 0]
and similarly for n < 0. It follows that the minimum entropy of X is He(Xa) = —log, P[Xa = 0]. Observe
that P[Xs = 0] can be bounded as follows

Afx(A/2) < P[Xa=0] < Afx(0) (36)
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which allows us to bound Hw.(Xa) as
—logy A—1log, fx(A/2) > Huw(Xa) > —log, A—log, fx(0) = —log, A+ heo(X) (37)
It follows that He(Xa) — (he(X) —log, A) goes to zero as A — 0. O

Proof A.2. Proof of Property 2 We have three claims to prove

Claim 1: Observe that
fe (x) = Z ’E”Afv(x— nA) = Z [T"Afv](x) x€[-A/2,A/2] (38)
nez nez
Remember that €y = €4 /A, therefore

fes=Safen =S4 Y, T fy

nez

=Y USafv
nez (39)
=Y T'SaS1/0, f5r

nez

= Z TnSA/CvaV

nez

Observe that fg; depends only on A/oy. Call

ov(A/0v) := he(&n) (40)

where we emphasized the fact that /..(€x) depends only on A/oy. Observe that since the support of fgr =
IA1, it must be max,cg fg; > 1, therefore, gy (A/oy) = —log, max,er fz; < 0.

Claim 2: Observe that since A€y = €, then
heo(€r) =102y A+ hoo(Er) = log, A+ gy (A/OV) 41

Claim 3: Observe that fy = 7" fy; it follows that anT = g~/mmodA fe,; therefore the min-entropy is the

same. O]

Proof A.3. Proof of Lemma 1 The fact that r,, is even follows from

ro(u) =PlA € (=p/2—p,p/2— )]
=Pl-A €(—p/2—p,p/2—p)] (42)

=Pl €(—p/24+1,p/2+1,)] =rp(—H)
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In order to prove the monotonicity for tt > 0, compute the derivative

o) =—9(p/2— 1)+ ¢(—p/2— 1)
==0(p/2=p)+¢(p/2+1)
where ¢ is the PDF of /" and we used ¢ (x) = ¢(—x). If u > 0, then p/2+ u > p/2 — p and from (43) it

(43)

follows r, (1) < 0. O

Proof A.4. Proof of Property 3 In order to prove the first claim (%A (v) depends only on €x(v), write v as
v =nA+&x(v) where n = Qa(v) € Z. It follows
FA(v) = P[OA(v+N) = nA]
= P[OQa(nA+er(v) +0N) = nA]
| (44

= P[nA+ex(v) + 0 € nA+ 1,

= P[‘ﬁ €lp— £A(V)]
The last term of (44) depends only on €x(v), proving the first claim. Now rewrite the last term of (44) as

follows

%A(EA) ZP[mEIA—SA] :P[—A/2—EA §m<A/2—8A]

A A (45)
a3 a3

0
Proof A.5. Proof of Property 4 Claim 1: Since fy; is even, then the CDF enjoys the symmetry Fy(x) =
F5(x) = 1 — F(—x). Let x € I; and observe that
1= Be(—) = Fy(p(1/24)) — Fg (p(~1/24x)
— (1= B (—p(1/24))] - [1 — Fyy(—p(~1/24))]
=[1-Fx(p(=1/2—x))] — [1 = F(p(1/2—x))] (46)
= Fy(p(1/2-x)) ~ F(p(~1/2-x))
=1—R(x)
Claim 2: Observe that if fg; is even, then F(0) = 1/2 and
Zx(1/2) = 1= [ (0) — F(=p)] = 1/2+ Fr(=p) 2 12 @

Claim 3: Suppose x > 0 and observe that

d@,((x) _
<) p (12 2) ~ pf(p(~1/2 1) )

— plflp(1/2=x)) = fr(p(1/242))] > 0

27



where we used the symmetry of f5 to replace fy(p(—1/2 —x)) with fz(p(1/2+x)) and the fact that
1/2—x<1/24xifx>0.

Claim 4: Derivate @K(x) with respect to K to obtain

(G Gr)am(() @

If |x| < 1/2, (49) is non negative; therefore, % (x) is a monotone increasing function of k. O

28



	Introduction
	Preliminaries
	Notation

	Random bits from analog sources
	PUCs and APUCs
	A generic APUC-based scheme
	The enrollment phase
	Conditioning and reliability in an APUC

	Conditioning
	Quantizing the quantization error
	Departure from uniformity of [T]

	Extracting randomness from the most significant part T
	Entropy of the most significant part T
	Extraction techniques
	The non-zero mean case

	The Gaussian case
	The non-null mean case
	A recipe for conditioning Gaussian variables


	Reliability
	Cell reliability definition
	Probability of a reliable cell
	Dark bit approach

	Design example
	Conclusions
	Proofs

