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Abstract—As Cyber Physical Systems (CPSs), notably au-
tonomous vehicles, generate increasing volumes of image-based
data, efficient storage solutions become paramount. Leveraging
high-density white-box SSDs and tailored data deduplication
techniques presents a promising approach. However, conventional
deduplication methods are ill-equipped to handle image file
characteristics effectively, while existing image-specific solutions
like imgDedup have limitations in format support and SSD
integration. To address these challenges, we propose an SSD-
based Approximate Image Deduplication (AID) system. SSD-AID
comprises an image-customized deduplication, called AID, and
an SSD-aware Image Consolidation. AID combines exact and
approximate matching methods, along with optimized content
compression, to enhance deduplication efficacy while integrating
seamlessly with white-box SSDs. Furthermore, our SSD-aware
Image Consolidation optimizes flash page utilization by group-
ing images based on access frequencies. Experimental results
across multiple datasets demonstrate significant improvements
in deduplication ratio and SSD page utilization. SSD-AID offers
a comprehensive solution for efficient image data management
in CPSs, addressing challenges in large-scale storage utilization
and minimizing unused space.

I. INTRODUCTION

Cyber Physical Systems (CPSs), like autonomous vehi-
cles [1], [2], are in need of larger and more cost-effective
storage solutions to handle the increasing data volumes from
image-based applications, such as object or lane detection [3],
[4]. Leveraging high-density white-box SSDs [5], such as open
channel SSDs [6], [7] and zoned namespaces SSDs [8], [9],
[10], and implementing data deduplication techniques offer
a promising solution that combines software and hardware
co-designing to address this demand. However, conventional
data deduplication techniques are generally designed to handle
various data types [11], [12]. They may not effectively utilize
the unique characteristics of image files, such as their strong
spatial locality in the color space. While a state-of-the-art
design, imgDedup [13], focuses on image-specific deduplica-
tion, particularly image chunking, it only supports JPEG files
and overlooks the specific access characteristics within SSDs.
This gap presents an opportunity for innovative solutions
that comprehensively address image data’s unique properties
in deduplication, including considerations for color spaces,
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approximate image processing, and redundancy removal, while
also integrating seamlessly with SSDs.

Data deduplication plays a significant role in cloud storage
systems [14], including platforms like Dropbox [15] and
NetApp [16], where it enhances data density by identifying
and removing redundant copies of recurring data file content
within storage environments. Techniques for data deduplica-
tion can be broadly categorized into file-based and chunk-
based approaches. File-based deduplication [17], [18] involves
hashing the entire file to create a unique fingerprint, which is
then compared with all other fingerprints in the system. While
the file-based implementation is straightforward, it typically
results in lower deduplication ratios1[19]. On the other hand,
chunk-based deduplication, such as Content-Defined Chunking
(CDC)[20], sophistically divides each file into variable-sized
chunks and generates fingerprints for each chunk through
hashing. Although the chunk-based implementation is more
complex than the file-based approach, it tends to offer higher
data deduplication ratios[19], [21].

In addition to improving software designs, seamlessly in-
tegrating data deduplication techniques and storage devices
is crucial to optimizing the whole system. To achieve the
integration, white-box storage devices, such as Open-Channel
SSDs [6], [7], [22], Zoned-Namespace SSDs [23] and Host-
Managed Shingled Magnetic Drives (SMRs) [24], [25], offer
design flexibility to let data deduplication techniques directly
manage storage devices. Prior works, such as Sparse Index-
ing [26] and ChunkStash [27], focus on efficiently locating
deduplicated data in the storage device, leveraging support
from flash memory and/or DRAM. Besides, CAFTL [28]
works on merging fingerprint lookups and the physical address
translation in SSD to further reduce the cost of locating dedu-
plicated data on SSD. SMR-aware Deduplication scheme [29]
separates data chunks associated with different lifetimes in
different SMR zones so as to further reduce the SMR space
reclamation overhead.

Conventional data deduplication systems are typically de-
signed to manage various data types, including documents,
databases, and scientific datasets. However, the distinctive
characteristics of image data set it apart, demanding spe-
cialized data deduplication systems tailored exclusively for
images. One of the challenges arises from compressed image
files, which pose particular difficulties for file- and chunk-
based deduplication techniques. Compression algorithms aim

1The deduplication ratio is the ratio of the original data size to the size
after deduplication.



to reduce the size of image files by encoding data with fewer
bits, focusing on minimizing the bit representation of each
data block or byte stream. In contrast, deduplication schemes
eliminate duplicate content within the image, retaining only
unique blocks. Compression algorithms produce a compressed
representation of the original data, while deduplication pre-
serves the original pixel values. Additionally, deduplication
can further reduce file size when combined with compression
algorithms. The current state-of-the-art, ”imgDedup” [13],
specializes in deduplicating images in the RGB color space.
However, our observations reveal that imgDedup solely han-
dles RGB images, hindering efficiency in image enhancement
techniques. Additionally, the absence of integration with SSDs
may lead to internal fragmentation issues and hurt the lifetime.

To overcome these obstacles, we propose a joint manage-
ment solution between image deduplication techniques and
SSDs, called SSD-based Approximate Image Deduplication
system. Note that to technically embrace this solution, we
target white-box SSDs. This system comprises two main
components: an Approximate Image Deduplication (AID) and
an SSD-aware Image Consolidation. AID demonstrates two
main contributions. First, it includes an exact matching dedu-
plication and an approximate window matching tailored for
smooth-textured image areas. Second, it has a two-stage con-
tent compression, providing lightweight or heavy but strong
hash functions for different types of content. Finally, our SSD-
aware image consolidation works on grouping images sharing
similar access frequencies so as to enhance the utilization
within each flash page. Experimentation across three datasets
demonstrates the efficacy of the proposed scheme. Notably,
employing approximate window matching in smooth areas
enhances the overall deduplication ratio by 12.3% to 20%.
Moreover, optimizing SSD page utilization by consolidating
inactive image files reduces total number of page writes
by up to 47%. SSD-AID improves the deduplication ratio
while handling large-sized image files and boasts the read
performance while reading small-sized images. We list the
following contributions in this work:

• Approximate Image Deduplication Achieves the best
of two worlds by boosting responsiveness and increasing
the deduplication ratio. We develop a new image dedupli-
cation design by comprehensively considering real-time
constraints, color space and image spatial locality.

• SSD-aware Image Consolidation To vertically integrate
with SSDs, this design consolidates small-sized inactive
image files to alleviate page fragmentation resulting from
the mismatch between image size and SSD page sizes.

• Fast Responsiveness and High Deduplication Ratio
The combined impact of AID and SSD-aware image
consolidation results in a higher deduplication ratio, par-
ticularly for large-sized image files, while also reducing
the latency of reading image files by enhancing page
utilization, especially for accessing small-sized image
files. Furthermore, maintaining high page utilization can
effectively minimize the number of page writes, thereby
mitigating the degradation of the SSD’s lifespan.

The rest of this article is structured as follows: Sec-
tion II presents the background, observation, and motiva-
tion of this work. In Section III, we introduce our SSD-
based Approximate Image Deduplication system (SSD-AID)
to jointly manage image deduplication techniques and open-
channel SSDs. Section IV outlines the analysis and experi-
mental results. Finally, Section V provides the conclusion to
wrap up this work.

II. BACKGROUND, OBSERVATION, AND MOTIVATION

A. Background

1) Data Deduplication: Cyber-Physical Systems (CPSs)
typically operate with finite resources, especially concern-
ing storage and computing capabilities. This limitation un-
derscores the importance of effectively managing available
resources, particularly in storage utilization. Data dedupli-
cation emerges as a pivotal technique in optimizing storage
efficiency. It typically encompasses three primary steps: (1)
content extraction, (2) content comparison and redundant
removal, and (3) metadata maintenance. In traditional data
deduplication approaches, chunk-based content extraction is
commonly employed. This method involves dividing each
input file into fixed-size or variable-sized chunks using tech-
niques like Fixed-Sized Chunking (FSC) [30] or Content-
Defined Chunking (CDC) [20], respectively. Chunk-based
deduplication divides files into smaller segments, generates
fingerprints for each chunk by hashing their contents, and
compares these chunks across different files. It then eliminates
duplicates, storing only the unique chunks while retaining
metadata for the removed ones, thereby maximizing storage
efficiency. To facilitate efficient identification of redundant
chunks, metadata maintenance becomes crucial. This metadata
includes the mapping between fingerprints, chunks, and their
respective files, enabling quick and accurate deduplication
operations.

Image files, unlike other file types such as documents or sci-
entific datasets, often exhibit distinct spatial locality. Typically,
an image comprises background and foreground components.
The background tends to feature uniform properties like color,
saturation, and contrast, while the foreground contains objects
with similar image attributes. This inherent redundancy among
adjacent pixels in the background component offers a promis-
ing opportunity for achieving higher deduplication ratios. To
minimize file size, image formats like JPEG, PNG, and GIF
employ compression techniques [31], [32] that eliminate re-
dundant information in similar areas. However, deduplicating
compressed image files poses significant challenges, particu-
larly in file- and chunk-based approaches [33]. Compression
methods [34], [35] tend to intermingle areas with and without
redundancy, complicating conventional deduplication efforts.
As a result, specialized deduplication techniques are required
to effectively handle the mixed nature of compressed image
data and improve deduplication efficacy in storage systems.

The current state-of-the-art in image-based data dedupli-
cation, known as ”imgDedup”[13], customizes the content
extraction process specifically for images. Taking cues from
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convolutional neural networks (CNNs)[36], [37], imgDedup
adopts a window-based approach to extract pixel values from
the RGB color space and generate a hash value for each
window using a robust hash function. In this context, a window
resembles the kernel concept in CNNs and represents an n-
by-n matrix. All extracted windows are stored, allowing for
the reconstruction of the original image by assembling the
corresponding windows as needed.

2) NAND-Flash Solid State Drives (SSD): NAND-Flash
SSDs have become ubiquitous as storage components in
Cyber-Physical Systems (CPSs) [38], [39] due to their fast
access times and the consistent decrease in price per gigabyte
over the years [40]. Throughout the rest of this paper, we will
refer to NAND flash-based SSDs simply as SSDs. Within an
SSD, NAND flash memory cells serve as the primary units for
storing data. Each memory cell technically represents different
data bit values by retaining varying numbers of electrons,
with the value determined by the voltage sensed within the
cell. For instance, a Single-Level Cell (SLC) can discern low
and high voltage values (i.e., with and without electrons) to
signify binary data ’0’ and ’1’, respectively. Advancements
in manufacturing have enabled memory cells to store more
data bits by detecting multiple voltage levels. For example,
contemporary Quad-Level Cell (QLC) cells can classify the
number of electrons stored into 16 voltage levels, enabling
the storage of 4 bits within each cell.

However, this increased capacity comes at the cost of
reduced lifetime due to the complexity of clearly discerning
each voltage level. In SSDs, a memory cell’s thin oxide
layer is responsible for trapping electrons. Repeated program
(write) and erase operations degrade this layer’s ability to trap
electrons, leading to a worn-out cell. Lifetime, measured by
the number of program-erase (P/E) cycles an SSD can undergo
before the cell wears out, is a critical factor. An MLC cell is
more sensitive to voltage fluctuations [41] than an SLC cell
because it must distinguish between multiple voltage states
within a single cell. While the maximum voltage for both
SLC and MLC cells remains the same, the voltage range
allocated for representing each MLC state is narrower. This
requirement for precise voltage sensitivity ultimately reduces
the cell’s error-tolerance capability. Consequently, MLC cells
exhibit shorter lifespans due to the quicker wear-out of the
oxide layer.

Memory cells attached to the same wordline collectively
form a NAND flash page, typically ranging from 4KB to
32KB in size [42], [43]. When a control voltage is applied
to memory cells on the same wordline to issue read or write
operations, the minimum read/write granularity of an SSD
aligns with the NAND flash page size. A NAND flash block
comprises several hundred NAND flash pages, and according
to the architecture, the erase operation must be applied at
the block level. If a NAND flash page has been previously
written (or programmed), updating the page shall follow the
erase-before-write constraint, where the page shall be erased
before writing a new value. However, the disparity between the
granularity of write and erase accesses significantly increases

the cost of data updating. Instead of directly erasing a block
to update data in a NAND flash page, modern SSDs adopt the
out-of-place update strategy. Technically, out-of-place update
relies on a Read-Modify-Write (RMW) process. This process
involves reading the NAND flash page into the SSD’s DRAM
buffer, updating it with new data, writing it to an unused
NAND flash page, and subsequently marking the original page
as invalid. By employing this strategy, SSDs can effectively
manage data updates without the need for costly block-level
erasures.

The RMW process helps to mitigate performance degrada-
tion caused by the erase-before-write constraint. However, it
turns valid pages into invalid ones, thereby reducing available
SSD capacity. To reclaim space occupied by invalid pages,
SSDs must run garbage collection (GC) [44], [45], [46]. This
involves two main steps: victim block selection and valid-
page copy. During garbage collection (GC), SSDs identify
multiple used blocks as victims, transfer valid pages from
these blocks to unused ones, and then erase all victim blocks.
Typically, GC is initiated by the SSD controller rather than by
the host CPU, making it application-independent. However,
white-box SSDs differ in this aspect, as they delegate GC
management—such as triggering GC and selecting victim
blocks—to the application rather than handling it internally
like conventional SSDs [47], [10], [48].

B. Experimental Observation

The current state-of-the-art method, known as imgdedup,
employs a deduplication process that relies solely on exact
matches of window areas within an image. In addition, this
technique is limited to JPEG image file formats, rendering
it ineffective for other image formats. When applied to image
files, both file-based and chunk-based deduplication techniques
yield suboptimal results. Compression algorithms for image
files employ different techniques to generate their byte rep-
resentations. This variation in byte representation prevents
file and chunk-based deduplication methods from effectively
recognizing them as duplicates, even if the same image is
saved in different formats. As a result, image deduplication
tends to achieve a very low deduplication ratio when applied
at the byte level. As shown in Figure 1, we evaluate the perfor-
mance of file-based deduplication, chunk-based deduplication,
and imgDedup by analyzing their deduplication ratio, SSD
page utilization, and the number of SSD writes. The detailed
information of the four datasets is presented in Table I.

Figure1(a) shows an experimental investigation that evalu-
ated the challenges of applying existing approaches to image
datasets. The x-axis represents the four image datasets, while
the y-axis indicates the deduplication ratio. It is calculated as
the ratio of the size difference between the original dataset and
the reduplicated dataset, to the size of the original dataset.
Both file-based and chunk-based deduplication schemes ex-
hibited notably low deduplication ratios (lower than 10%)
compared to the deduplication ratios (more than 20% [33],
[29]) generated from 875 file system snapshots by Microsoft
Research. It’s noteworthy that most of these 875 file systems
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(a) Execution on Deduplication Ratio (b) Execution on Page Utilization Ratio (c) Evaluation on Number of Page Writes

Fig. 1: Observational Experiments

are from general users. This disparity can be attributed to the
byte-level comparison approach employed by these schemes,
which proves ineffective for identifying duplicates in image
data files. Particularly due to compression algorithms, even
minor modifications in images may go undetected by these
schemes. Furthermore, file-based deduplication schemes face a
significant challenge wherein a single-byte variation can render
a file unidentified. Across the five datasets utilized in the
experiment, the deduplication ratios for file-based and chunk-
based schemes ranged from 0% to 3%, indicating a lack of
duplicate files despite substantial content similarity among the
images. These results underscore the unsuitability of file-based
and chunk-based schemes for image file formats.

When imgdedup was applied to the four image datasets,
the deduplication ratio ranged from 8% to 30%. Although the
result associated with imgdedup outperformed file-based and
chunk-based deduplication schemes, it still fell short in several
aspects. Deduplication ratios from datasets except VOC 2008
were still lower than the deduplication ratio (more than 20%)
obtained by running a chunk-based deduplication scheme
on file system snapshots by Microsoft Research. Moreover,
imgdedup lacks compatibility with different types of images,
being limited in its exclusive applicability to JPEG image
formats.

Figure 1(b) illustrates the SSD page utilization across the
four datasets after implementing the three designs. The x-axis
represents the datasets, while the y-axis indicates the SSD
page utilization ratio. Meanwhile, Figure 1(c) showcases the
total number of SSD page writes for duplicating each dataset
using the three designs. The x-axis displays the datasets, and
the y-axis denotes the number of SSD page writes. Notably,
regardless of the deduplication technique employed, high page
utilization is observed after deduplicating large-sized images
(Dataset I, II, and III). However, a significant drop in utiliza-
tion ratio occurs after deduplicating small-sized images (VOC
2008). The reduced utilization factor scores are due to SSD
write constraints, where the smallest writable unit is a fixed-
size page. This constraint necessitates allocating at least one
page for each write operation, so even very small files occupy
a full page. Consequently, datasets with small-sized images
result in low utilization factor scores. Although imgDedup
outperforms conventional data deduplication techniques, the
utilization ratio still decreases to below 84%. This decline

in page utilization ratio results in extra page writes during
image deduplication. Despite the smaller overall size of VOC
2008 compared to the other datasets (around 100x smaller),
the total number of page writes generated during the execution
of the three techniques closely resembles that of duplicating
the larger datasets.

C. Motivation

Traditional data deduplication techniques cannot work well
in handling compressed image files. While state-of-the-art
research has redirected its focus to developing an image-
specialized data deduplication technique called imgDedup.
Despite advancements, based on our observations, we’ve
identified four key unsolved challenges in imgdedup. Firstly,
applications in autonomous vehicles often adhere to soft real-
time constraints [49], [50], allowing for acceptable errors
or early termination to meet deadlines. However, imgdedup
doesn’t fully leverage these characteristics, affecting its re-
sponsiveness in such contexts. Secondly, imgdedup exclusively
processes RGB images. However, image enhancement and
processing techniques, widely adopted in autonomous vehicles
to extract information from camera images, are typically more
efficient when utilizing YCbCr color spaces [51], [52]. These
spaces separate luminosity from color data, potentially leading
to more effective analysis and storage utilization. Thirdly,
imgdedup encounters significant content comparison and re-
dundancy removal overhead due to its window-based content
extraction. This method extracts more content than chunk-
based methods, which can result in increased computational
costs. Despite this, imgdedup relies on a single heavy hash
function designed for chunk-based extraction, impacting the
efficiency of content comparison processes. Finally, imgdedup
lacks integration with SSDs, which can lead to potential
internal page fragmentation issues. This oversight could mix
images with different access frequencies on flash pages, ne-
cessitating out-of-place updates and potentially causing SSDs
to suffer from internal fragmentation without careful data
placement strategies.

Addressing these challenges is crucial for enhancing the
performance, efficiency, and applicability of imgdedup, par-
ticularly in demanding real-time environments such as those
found in autonomous vehicle systems [49], [50]. Motivated by
these challenges, this work is strongly inspired by the urgent
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need to carefully design image-based data deduplication with
SSDs for the CPSs. However, the scheme is applicable to
any application with image-based processing. The technical
contribution falls on (1) how to design an image deduplication
technique with taking the image characteristics into consider-
ation (e.g., spatial locality and color space) and (2) how to
handle the fragmentation issue via consolidating image files
in SSD pages with considering file size and access frequency
behaviors. Our ultimate goal is to increase the deduplication
ratio for storing more images in the CPS, boost the read
performance and alleviate the lifetime degradation of SSDs.

D. Problem definition

1) Window-level Matching: In this section, we provide an
explanation of the model formulas applied to address the
issue examined in this research. The approach introduced in
this study involves the utilization of a similarity checker for
windows within an image file. To improve the deduplication
ratio, the input image file undergoes decompression to obtain
2-dimensional data of the pixel values constituting the image
content. This process is essential for comparing the similarity
among window regions of the image.

By generating a signature for each potential window of
the image, matches between two windows are identified, with
duplicate signatures indicating duplicate content. Each window
represents a grid of n by n pixels containing color information
from the image file. The procedure involves iterative evaluating
all windows within the image and identifying those that exhibit
exact or closely resembling content, subsequently eliminating
them from the image file. This comparison is carried out
exhaustively among all windows until a matching pair is
discovered. Hence, the error function can be explained in the
following manner:

fError =
∑
w,h

(wi(x, y)− wj(x, y))
2 (1)

The windows are defined by their width (w) and height
(h) dimensions. The error function quantifies the disparity
between each pair of matching pixels in these two windows.
This calculated degree of dissimilarity aids in determining
whether the windows exhibit a high level of similarity or not.
Because the error function is exclusively applied to pixels with
lower information content, the threshold value for accepting
the error measurement is contingent on the user’s choice and
preferences.

An image contains regions that convey significant informa-
tion and regions that are less informative. For the purpose
of deduplication, we specifically target the less critical pixel
positions within the image. This choice is based on the ob-
servation that human perception prioritizes luminance changes
over color variations, as they offer essential information. The
similarity check and window removal process at this stage
necessitates retaining metadata that indicates window positions
within the image area. This metadata allows the image to
be restored during a read operation. It is stored within the
image pixel data to simplify the overall deduplication process

and reduce complexity. However, this metadata introduces an
overhead, increasing the size of the data file.

2) Victim file selection: Consolidating image files serves
to mitigate the wastage of space resulting from internal frag-
mentation, which would otherwise occur due to the mismatch
between the size of image files and the SSD page size. To
address this issue and optimize SSD space utilization, the
system identifies inactive and small-sized files as candidates
for consolidation and packs them into a single file.

This consolidation process can be integrated with the
garbage collection operations, where victim files are selected
from a designated victim block. By incorporating the image
consolidation process into these existing operations, such as
during the relocation of valid pages in freed blocks during
garbage collection, overall performance is minimized without
the need for separate processes. This is attributed to the
potential decrease in overall performance that may result from
introducing additional management tasks to the SSD system,
particularly impacting the efficiency of storage systems.

III. SSD-AID: SSD-BASED APPROXIMATE IMAGE
DEDUPLICATION SYSTEM

A. Overview

This subsection shows a design overview of our SSD-
based Approximate Image Deduplication system (AID). As
shown in Figure 2 SSD-AID includes two main compo-
nents: AID and SSD-aware image consolidation. The goal
of AID is to enhance both responsiveness and the dedu-
plication ratio. Technically, it involves two phases: an Ex-
act Window Match to run a coarse-grained file deduplication
and an Approx Chunk Match to run a fine-grained lossy
chunk deduplication on the YCbCr color space. On the other
hand, SSD-aware image consolidation aims to enhance SSD
page utilization via consolidating files with considering file
size and access behaviors. Technically, SSD-aware image con-
solidation is integrated with SSD’s garbage collection process

Fig. 2: System Overview

Technically, the metadata produced within the Image dedu-
plication sub-system serves a crucial role by preserving in-
formation about the windows of the image, facilitating the
reconstruction of images. This becomes particularly essential
during image reading when the previously deduplicated or
removed windows need to be reinstated. Notably, the meta-
data’s window location value exhibits a lower correlation with
the pixel values of the image file. To optimize compression
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for the image file, it is advisable to store this metadata in
a separate file. This recommendation stems from the fact that
compression algorithms capitalize on correlations among pixel
values, and integrating metadata within the image file would
adversely impact the overall compression rate. Therefore,
maintaining a distinction between the image data and metadata
ensures a more efficient compression process.

B. Approximate Image Deduplication (SSD-AID)

1) Design Concepts: To enhance responsiveness while
maintaining the deduplication ratio, AID incorporates
two phases (See Figure 2): Exact File Match and Ap-
prox Window Match. In the Exact File Match phase, AID
executes the inter-file deduplication to reach a higher dedupli-
cation ratio. AID hashes the entire input image file to generate
a fingerprint and compares it with all file-based fingerprints
in the system. This phase prioritizes fast responsiveness by
conducting fingerprint matching at a coarse granularity. How-
ever, the complexity of running a sophisticated hash function
(such as SHA-1 or even SHA-256) [53], [54] can lead to time-
consuming operations aimed at achieving a higher deduplica-
tion ratio. To expedite this phase further, we propose a two-
stage content comparison method (See Figure 3). Please find
more technical details in Section III-C This method utilizes
multiple hash functions to efficiently filter out candidates by
initially applying simpler hash functions (e.g., MD5) before
employing a complex one.

If the Exact File Match fails to find a matched file, AID
switches from inter-file deduplication to intra-file deduplica-
tion. This means that AID divides the image into windows
and deduplicates all windows associated with the same image.
Image files exhibit strong spatial locality in the 2-dimensional
space, making an N-by-N window beneficial for capturing
this spatial locality. Conventional chunking solutions operate
on a stream of bytes and thus cannot fully utilize this 2-
dimensional spatial locality. AID avoids window-based dedu-
plication across files. The reason is that each window would
need to be compared with all windows from all files in the
system, making duplication time unscalable as the system
stores more image files.

Practically, AID decompresses the image file before running
the Approx Window Match. This allows AID to extract addi-
tional image characteristics, such as color space and stronger
spatial locality, leveraging the YCbCr color space instead of
RGB like imgDedup. To enhance the deduplication ratio, AID
divides the decompressed image file into windows using a
window-sized kernel (e.g., 3x3, 5x5, 9x9). We evaluate the
effectiveness of various window sizes in Section IV-B4 to
demonstrate their impact on the deduplication process. Since
an image file is divided into multiple windows, the hashing
costs increase depending on the number of windows. To
maintain responsiveness, AID selects simpler hash functions
for this phase (See Figure 3). If AID cannot find a match for
a window by comparing fingerprints, it resorts to approximate
window matching on those windows covering non-critical
features, such as edge detection. This lossy approach aims to

identify nearly identical windows with minimal information
loss, considering that autonomous driving systems relying on
image processing and object detection can tolerate some errors.

Algorithm 1: Approximate Image Deduplication
Input : Image file
Input : Hash table
Output: Image file
// File-level deduplication;

1 if GetMD5(input image) in MD5 table then
2 if GetSHA1(input image) in SHA1_table then

// Remove file and Update table ;
3 Delete(input image);

4 Update(SHA1_table);

5 input image = Decompress(input image)

// Dedup if window is exact match ;

6 for Wi,j ← input image do
7 hashCode = GetMD5(Wi,j);

8 if hashCode.is exist() then
9 Remove(Wi,j);

// Dedup if window is similar ;

10 for Wi,j ← input image do
11 for Wk,l ← input image do
12 if Wk,l notDeduped then
13 if Wk,l inSmoothArea then
14 Loss = MSE(Wi,j , Wk,l);

15 if Loss <= Threshold then
16 Remove(Wk,l);

Algorithm 1 presents the steps involved in the detailed pro-
cedure of running AID. Steps 1-4 execute the file deduplication
process by generating a hash code for the file and verifying
its existence in the store. An MD5 fingerprint is created for
duplicate verification to expedite the process compared to
generating SHA-1 hash codes, despite MD5 having a higher
collision rate. Encountering duplicate files in images are rare
due to frequent modifications to image files. If the images
cannot be deduplicated in a file-level matching, AID decom-
press the image before running the window-level matching
(Step 5). Steps 6-9 detail the procedure for eliminating dupli-
cate windows containing exactly matching content throughout
the entire image region. To expedite this process, MD5 hashing
is utilized to generate a distinctive signature for each window,
expediting the identification of duplicates. Windows sharing
identical hash codes are deemed exact matches, enabling
the removal of redundant windows. Subsequently, regions of
the image containing smooth2 pixel values undergo further

2Smooth regions in an image usually represent a non-critical region. Most
features are associated with non-smooth regions.
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Fig. 3: Approximate Image Deduplication (AID)

examination to identify similar windows with minimal loss of
information, customized according to user preferences in Steps
10-16.

2) YCbCr-support Content Extraction: The YCbCr color
space divides image data into luminance and chrominance
components, where changes in luminance are more percep-
tible than alterations in chrominance. Unlike RGB process-
ing, YCbCr allows separate treatment of these components,
enhancing image processing outcomes. Preserving luminance
detail is crucial due to human eye sensitivity, while acceptable
chrominance loss is imperceptible. In areas with smooth color
content, pixels share nearly identical color data, minimizing
deduplication in chrominance channels.

Leveraging this, our system employs comparable matching
for chrominance channels with acceptable loss and exact
matching for luminance duplicates. Due to gradual color
changes, identical windows are less common in luminance
than chrominance. Hence, the deduplication ratio is lower
with larger window sizes in luminance. To optimize, smaller
window sizes are used for luminance deduplication com-
pared to chrominance. This strategy enhances deduplication
efficiency, particularly in large image files. Additionally, by
considering the human eye’s limitations in discerning minor
color variations, our approach ensures minimal perceptual loss
while maximizing deduplication effectiveness.

3) Two-Stage Content Comparison:
A more efficient method for identifying duplicate files is to

generate fingerprints for each file using hash functions like
MD5 and SHA-1, avoiding the resource-intensive byte-by-
byte comparison. Initially, an MD5 hash code is generated
for each file, allowing for quick detection of duplicates. If a
match is found, a SHA-1 hash code is subsequently generated
to confirm the absence of collisions and validate the dupli-
cate file status. Pre-generating the MD5 code minimizes the
computational burden associated with SHA-1, known for its
time-consuming process. This Two-Stage Content Comparison
method not only conserves computational resources but also
expedites the deduplication process. By employing MD5 and
SHA-1 hashes, the method enhances efficiency by swiftly
identifying duplicate files while minimizing space and time

requirements, making it a valuable asset in storage manage-
ment and optimization. We plan to incorporate this method
into the SSD-AID framework, enhancing its capabilities and
further streamlining image deduplication processes.

C. SSD-aware Image Consolidation for Inactive Data

The key concept of SSD-aware image consolidation is
to pack inactive data together in a page so as to mitigate
internal fragmentation. This design is particularly important
due to the disparity between file sizes and SSD (Solid State
Drive) page sizes. In SSDs, write operations are page-oriented,
meaning that even a file smaller than a page size can occupy
an entire page, resulting in internal fragmentation. To deal
with this issue and minimize wasted space, the approach
involves consolidating files identified as inactive data. It’s
worth noting that the extent of space wastage is influenced
by page sizes, which typically range from 4KB to 32KB
or even larger [42], [43]. This suggests that inefficiencies in
space utilization become more pronounced with larger page
sizes. Additionally, consolidating inactive data helps optimize
SSD storage utilization and mitigate performance degradation
associated with internal fragmentation.

Algorithm 2: File Merge
Input: Metadata for files in victim block , M

1 list = [ ]

2 for file in M do
3 if file inactive then
4 if file.size % page.size > 1/3 * page.size then
5 list.append(file)

6 for (file 1,file 2) in list do
7 Merge(file 1, file 2);

Due to the information gap between SSDs and the host
system, the read and write operations within SSD storage
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systems lack the flexibility to precisely match the required
size for storing a file with the actual size allocated. In SSD
systems, these operations are conducted on the smallest unit,
known as a page. The size of a page can be determined based
on system requirements and hardware specifications, imposing
constraints and limitations on read and write operations. To
bridge the information gap, SSD-AID relies on using the
white-box SSDs.

Efficient storage utilization in SSDs is hindered by the
presence of unused space within pages, inaccessible to write
operations until the entire block undergoes erasure. This
limitation underscores the importance of optimizing page
allocation to enhance storage efficiency and minimize wastage.
Strategies such as dynamic page resizing or advanced file
allocation techniques can be employed to address these in-
efficiencies effectively. By dynamically adjusting page sizes
or implementing precise file allocation methods, SSD systems
can better utilize available space, mitigating the impact of
unused page space on overall storage performance. These
optimization strategies are crucial for maximizing the benefits
of SSD technology and ensuring optimal utilization of storage
resources in various applications and environments.

Implementing effective strategies to minimize space wastage
not only optimizes storage efficiency but also contributes to
prolonging the overall lifespan of the system. In our effort
to enhance performance, we pinpoint files contributing to
internal fragmentation by flagging those exceeding 1/3 of a
page in size. Before proceeding with the merging process, we
thoroughly evaluate the level of internal fragmentation each
file may introduce. This cautious approach is necessary as even
minor amounts of unused space within files can potentially
impact system performance. It’s crucial to avoid compromising
system efficiency, especially considering the subsequent step
involves reading the merged file, which entails splitting it into
separate files—a task requiring both time and space resources.
To uphold optimal performance, our focus lies on merging files
exhibiting more than 1/3 internal fragmentation within a page,
thereby streamlining storage usage and mitigating performance
bottlenecks associated with excessive fragmentation.

In Algorithm 2, Steps2-5 pinpoint files that result in under-
utilized space within the page. Depending on the specifications
of the system, the parameters of the scheme can be adjusted
to a value conducive to the system’s overall performance. For
this study, a system utilizing a page size of 4KB is utilized.
Taking this into account, the algorithm aims to identify files
that could potentially lead to more than 1KB of unused space,
designating them as candidates for the file merge process.
By targeting such files, the algorithm aims to streamline
storage utilization and optimize system performance by re-
ducing wasted space within pages. Additionally, this proactive
approach can help enhance the efficiency and longevity of
the system by minimizing unnecessary storage fragmentation
and wear on storage components. Furthermore, the scheme
specifically targets image files of modest size. Managing large
files poses a significant challenge in the relocation process,
demanding more effort and resources at the management level.

Given the scheme’s mandate to minimize impact on overall
performance, increasing the burden on file relocation could
adversely affect system efficiency. To alleviate this strain on
the relocation process, the scheme focuses solely on small-
sized files for further merging. By concentrating on smaller
files, the scheme aims to streamline the relocation process,
thus optimizing system performance while ensuring efficient
management of storage resources. This approach not only
helps maintain system efficiency but also reduces the risk
of performance degradation associated with managing larger
files.

IV. PERFORMANCE EVALUATION

A. Performance Metrics and Evaluation Setup

In this section, the outcomes of the proposed system are
detailed in contrast to prior approaches. The evaluation metrics
include deduplication ratio, alleviation of internal fragmen-
tation stemming from the sizing of image files, and the
overall space demands for the algorithms across four distinct
dataset inputs. The input data-sets are sourced from PASCAL
,Kaggle and youtube video, comprising real-world images.
For the testbed, we run file-based deduplication, chunk-based
deduplication, imgDedup (or ImDedup for short) and our SSD-
AID on a system using Intel Core i7-12700 CPU, 128GB
of DRAM, and one SamSung 870 4TB SSD. The operating
system is Ubuntu 22.04.1 and the Linux kernel is 6.2.0-33-
generic. With following the configuration provided by previous
works [55], [29], we use“FIO” (version 3.16) to send requests
to the SSD for measuring the overall read/write time. We will
open-source the code of SSD-AID once the paper is accepted.

Name Size Count Type Average size
Dataset I 22GB 9,401 Generated 2.318MB
Dataset II 35.2GB 14,159 Generated 2.43MB
Dataset III 54.3GB 33273 Generated 2.35MB
VOC 2008 420MB 5011 Real world 34.7KB
Flicker 8.99GB 63,567 Real world 135.9KB

TABLE I: Dataset characteristics

Evaluation focus on following metric values:
• Deduplication ratio The deduplication ratio is a measure

of the algorithm’s effectiveness in eliminating duplicate
window areas within the image, expressed as:

Dedup ratio =
Original size−Output size

Original size
X100%

Size indicates dataset size before and after the dedupli-
cation process.

• Page utilization indicates the percentage of SSD pages
space used for data. And it is calculated as:

Page Util =
Used space

Total allocated space

• Total SSD write represents the total space utilized by
the SSD system for writing data.

• Window size Vs deduplication ratio to show the win-
dow size effect on the deduplication ratio.
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• Read and Write performance measures the number of
cycles required to read/write the deduped image datasets.

B. Evaluation Results

1) Image deduplication : Our research findings provide
valuable insights into the efficacy of the strategies we’ve im-
plemented. Through our analysis, we’ve observed significant
enhancements in crucial metrics like deduplication ratio and
internal fragmentation reduction, surpassing those achieved by
conventional methods. Figure 4 depicts a comparison of the
image deduplication ratios relative to two baseline methods:
chunk-based deduplication and imgdedup. The x-axis shows
four datasets and the y-axis indicates the deuplication ratio.
Our proposed system demonstrates a notable increase in the
deduplication ratio. This improvement is attributed to our sys-
tem’s emphasis on seeking more deduplication opportunities
in areas with lower image information content. The results
presented in Figure 4 illustrate that our proposed system
enhances the deduplication ratio by a significant margin,
ranging from 5% to 17% comparing to imgdedup.

Fig. 4: Image Deduplication Ratio

The process of image deduplication is carried out with
a window size of 5x5 and 3x3 pixels for the chrominance
and luminance components respectively, chosen to account for
the diverse characteristics of images and achieve an overall
optimal result by considering an average window size. Our
innovative system employs a nuanced deduplication method
specifically targeting areas in the image that are less prominent
to human eyes. Moreover, the extent of deduplication, coupled
with the degree of data loss in these regions, can be adjusted
based on user preferences.

2) Page utilization Ratio: Solid-state drive (SSD) systems
function by storing data in page-sized units. Unlike conven-
tional hard disk drive (HDD) systems, which can undergo
defragmentation, SSD storage exhibits unique characteristics
stemming from the simultaneous writing and erasing of cells
within a page. This process frequently leaves behind unused
cells, leading to what is known as internal fragmentation, a
characteristic feature of SSDs. In our proposed system, we
leverage the concept of data coldness to identify and merge
inactive data segments, which remain unchanged over time and
contribute to internal fragmentation exceeding half the size of

read/write page size. By deliberately merging these inactive
segments with others, we aim to alleviate internal fragmenta-
tion and optimize storage efficiency. The effectiveness of our
approach is demonstrated in Figure 5, where the x-axis shows
four datasets and the y-axis indicates the page utilization ratio.
The result showcases a substantial reduction ranging 3%-12%
in internal fragmentation compared to conventional systems.
Through strategic identification and merging of inactive data
segments, our system minimizes wasted space and enhances
overall storage performance. This proactive management of
internal fragmentation is crucial for maximizing SSD storage
utilization and extending the lifespan of storage devices.

Fig. 5: Page Utilization ratio

The file merge subsystem delivers optimized outcomes,
particularly in systems employing larger page sizes. This
improvement stems from our system’s practice of refraining
from allocating a page size when data generates more than
2KB of unused space. In contrast to conventional systems,
where image files of 2KB would still be allocated page
sizes of 32KB, our scheme mandates page allocation only if
data does not exceed 2KB of unused space. This approach
ensures more efficient utilization of storage space, especially
in scenarios involving smaller amounts of data. By minimizing
wasted space and optimizing storage efficiency, our proactive
strategy enhances overall system performance, especially in
environments with larger page sizes.

Fig. 6: Overall SSD Page Writes

3) Overall write to SSD : The total write size to the SSD
is shown in Figure 6 for the three schemes. The conventional
scheme exhibits high sensitivity to page size during write
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operations. Similarly, imgDedup struggles to minimize the
additional space consumption in write operations. As shown
in Figure 6, the combined impact of image-customized dedu-
plication and file consolidation processes significantly reduces
the number of page writes. The x-axis shows four datasets
and the y-axis indicates the number of SSD page writes. The
numeric values indicate that SSD-AID can save 8% to 47%
of the page writes compared with the state-of-art work. This
result also suggests that running SSD-AID can alleviate the
degradation of SSD’s lifetime.

Allocating a large space for a page improves the overall
write operation, particularly for smaller-sized files, in com-
parison to previously implemented approaches. This occurs
because files marked as inactive and of smaller size are
consolidated and grouped together into larger page sizes. This
consolidation minimizes the allocation of pages to smaller and
inactive files, preventing the creation of unused spaces within
pages that would otherwise occur with smaller page sizes. The
rationale behind this lies in the observation that larger file
sizes result in less internal fragmentation within SSD storage
devices.

4) Window size & Deduplication Ratio: The impact of
window size on deduplication efficiency was investigated to
explore its potential for enhancing deduplication ratios. The
imgdedup scheme operates using an 8x8 window size for
deduplication purposes. However, the effectiveness of the
deduplication ratio overall is contingent upon the suitability
of the window size with the contents of the image. Therefore,
determining a fixed and universally optimal window size for all
images is impractical due to resource limitations and potential
performance implications.

In this experiment, an analysis was conducted to identify the
most suitable window size for deduplication across datasets,
comparing various window sizes against the performance of
the current state-of-the-art, imgdedup. With different window
size configurations, our proposed solution consistently outper-
formed imgdedup. This superior performance can be attributed
to our solution’s approach of deduplication through similarity
checks, ensuring that any loss of pixel information remains
imperceptible to the human eye.

Fig. 7: Window size Vs deduplication ratio

Figure 7 shows the evaluation result, where the x-axis
shows four datasets and the y-axis demonstrates the dedupli-

cation ratio. The findings indicate that the proposed solution
resulted in a deduplication ratio improvement ranging from
3% to 36%. This enhancement is primarily influenced by
both the window size and the content of the image. For
instance, images containing larger objects and smoother areas
are better suited for a larger window size, leading to higher
deduplication ratios. Conversely, images featuring intricate
details and smaller objects tend to achieve better deduplication
ratios when employing a smaller window size. This show that
the optimal window size is clearly dependent on the image
content. The final size of the image file is influenced by the
combined effects of the deduplication ratio, metadata size, and
compression ratio. Due to the interplay of these three factors
and the characteristics of the two image components, a smaller
size of window for luminance and comparatively larger size
for the chrominance channels provide optimal results.

Fig. 8: Overall Write Time

5) Read/write performance: This study comprehensively
evaluated the read/write cycles performed by three schemes,
as shown in Figur 8 and 9. The x-axis in both figures shows
the four datasets and the y-axis indicates the write and read
latency, respectively. The proposed scheme demonstrated a
reduction in the number of read/write cycles due to the
combined impact of the deduplication process and image file
consolidation.

Figure 8 illustrates a decrease in the number of write cycles
made for the datasets by 4%-10%. This reduction suggests
that merging files with prolonged periods of inactivity and
those likely to cause internal fragmentation of SSD pages can
alleviate the number of program cycles needed in an SSD sys-
tem. Likewise, the proposed scheme offers a decrease in read
cycles. Compared to imgdedup, the number of pages needed
to read the datasets is reduced by 3% to 12% as depicted in
Figure 9. The scheme exhibits a further reduction in read/write
cycles, especially with datasets comprising smaller-sized files.

C. Performance Overhead

The overhead related to the proposed scheme comes from
the fact that the scheme retains information about windows
that are being removed from the image. The approximate
window matching process evaluates every possible window
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Fig. 9: Overall Read Time

(an area of the image with WxH dimensions) to determine if
there are similarities. Similarity is assessed by calculating the
MSE of two windows, and windows with an error below a
set threshold are considered approximate matches. The AID
will then eliminate these windows while retaining information
about the eliminated windows within the image area. This
allows the image to be restored to its original form if needed.
Therefore, the final size discussed in the results includes the
total size of the image after deduplication, incorporating the
metadata within the image itself.

V. CONCLUSION

In conclusion, Cyber Physical Systems (CPSs), particu-
larly autonomous vehicles, face escalating data volumes from
image-based applications, necessitating larger and more effi-
cient storage solutions. While leveraging high-density white-
box SSDs and implementing data deduplication techniques
presents a promising approach, conventional methods are not
tailored to handle image file characteristics effectively. Exist-
ing image-specific solutions like imgDedup have limitations in
format support and SSD integration, highlighting the need for
innovative solutions comprehensively addressing image data’s
unique properties in deduplication. We identified four key
challenges in imgdedup, including responsiveness in real-time
environments, support for diverse color spaces, computational
efficiency in content comparison, and integration with SSDs
to mitigate fragmentation issues. To address these challenges,
we proposed a joint management solution, SSD-based Ap-
proximate Image Deduplication system, targeting white-box
SSDs. Our system integrates Exact and Approximate Image
Deduplication methods with SSD-aware Image Consolidation
to enhance deduplication efficacy and SSD utilization. Exper-
imental results demonstrate up to a 20% increase in dedu-
plication ratios and a substantial 47% of reduction on page
writes, addressing the challenges of efficient SSD utilization
for image storage in CPSs.
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