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Abstract—Horizontal Federated Learning exhibits sub-
stantial similarities in feature space across distinct clients.
However, not all features contribute significantly to the
training of the global model. Moreover, the curse of
dimensionality delays the training. Therefore, reducing
irrelevant and redundant features from the feature space
makes training faster and inexpensive. This work aims
to identify the common feature subset from the clients
in federated settings. We introduce a hybrid approach
called Fed-MOFS', utilizing Mutual Information and
Clustering for local feature selection at each client. Unlike
the Fed-FiS, which uses a scoring function for global
feature ranking, Fed-MOFS employs multi-objective op-
timization to prioritize features based on their higher
relevance and lower redundancy. This paper compares
the performance of Fed-MOFS ° with conventional and
federated feature selection methods. Moreover, we tested
the scalability, stability, and efficacy of both Fed-FiS
and Fed-MOFS across diverse datasets. We also assessed
how feature selection influenced model convergence and
explored its impact in scenarios with data heterogeneity.
Our results show that Fed-MOFS enhances global model
performance with a 50% reduction in feature space and
is at least twice as fast as the FSHFL method. The
computational complexity for both approaches is O(d?),
which is lower than the state-of-the-art.

Impact Statement—This work aims to identify common
feature subsets in federated settings for Horizontal Feder-
ated Learning (HFL). We extended Fed-FiS and proposed
a new hybrid federated feature selection approach, Fed-
MOFS that ranks features based on high relevance and
low redundancy criteria. Both approaches improve global
model performance by reducing 50% size of the features
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and are 2x faster than FSHFL based on wall-clock
running time analysis. The computational complexity
is also lower than the state-of-the-art federated feature
selection methods. Fed-MOFS and Fed-FiS are scalable
and compatible with non-IID data. Also, feature selection
does not hamper the convergence of the global model.

Index Terms—Clustering, Horizontal Federated
Learning, Feature Selection, Mutual Information, and
Multi-objective Optimization.

I. INTRODUCTION

EDERATED LEARNING (FL) is a novel ma-
chine learning paradigm that facilitates collabora-
tive model training among multiple data owners (a.k.a.
clients) [2], [3]. This occurs through the iterative ex-
change of model parameters via an FL server, all while
maintaining the privacy of individual clients without
sharing local data. According to the intersection or
distribution of data among clients in terms of sample
space or feature space, federated learning can be clas-
sified into three main categories: Horizontal Federated
Learning (HFL), Vertical Federated Learning (VFL),
and Federated Transfer Learning (FTL) [4]. HFL op-
erates with data, sharing a uniform feature space across
all clients. Whereas, VFL leverages dissimilar data
with distinct feature spaces to train a global model
collaboratively. Conversely, FTL uses a pre-trained
model initially trained on similar data to solve different
problems. HFL scenarios frequently occur in practical
use cases, such as in internet-of-vehicles [5], smart grid
analysis [6], e-commerce [7], health-care [8], etc. The
efficacy of local models is influenced by the quality
of local features possessed by clients, consequently
impacting the overall performance of the global model.
Clients may have irrelevant or noisy features for the
learning task, or they may have an excessive number of
redundant features, leading to a significant degradation
in the performance of the global model. Therefore, the
absence of feature selection results in poor model per-
formance and extends the duration of model training.
Therefore, it is crucial to identify appropriate feature
sets that overlap among the clients, as this can lead to
reduced training time and energy consumption, which
results in reduced communication rounds without com-
promising the global model’s performance.
Feature Selection (FS) is a crucial preprocessing
technique in a centralized Machine Learning (ML)
framework. It has been extensively studied and proven
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valuable in data mining, knowledge discovery, and
ML. The primary goal of FS is to identify the
most pertinent, trustworthy, and non-redundant fea-
tures from extensive datasets. This process enhances
model performance and facilitates cost-effective learn-
ing of models. The choice of features is also very im-
portant when working with high-dimensional datasets,
where the number of features is much higher than
the number of samples. This makes it hard to find
the right features for making cost-effective learning of
models. In the context of deep learning, identifying
meaningful features within a data set is significant.
Representation learning algorithms extract valuable
patterns from raw data, generating representations
that simplify processing. These representations can be
crafted for interpretability, to reveal hidden features, or
utilized in transfer learning applications. In contrast
to dimension reduction techniques such as principal
component analysis (PCA) [9], feature selection does
not modify the original features. Instead, it identifies
and chooses a subset of the most valuable features
from the dataset during runtime. The feature selection
process involves evaluating the importance of each
feature using various methods, such as correlation [10],
mutual information [11], chi-square [12], etc. After
identifying crucial features, they are employed to con-
struct precise, effective, and budget-friendly ML mod-
els for prediction or classification. Additionally, fea-
ture selection enhances interpretability by pinpointing
the key variables influencing the model’s predictions.
Information-theoretic measures have been widely uti-
lized and established as a paradigm for filter-based
feature selection. Specifically, Mutual Information-
based Feature Selection (MIFS) empowers the feature
selection method by removing redundant and irrelevant
features without impacting the classifier’s reachable
performance. Traditional MIFS approaches [11], [13],
[14], such as MIFS-ND are designed for centralized
systems where data is available in a centralized server.

Why does feature selection benefit in federated
learning? When each client independently performs
feature selection and builds individual local models
based on their private data without exchanging the
selected feature set with the server, it impacts the
global model updates and performance. This results
in objective shifts by cause of feature selection bias
[15] and statistical heterogeneity among clients. Fur-
thermore, if clients opt for distinct feature subsets,
it poses challenges in ensuring homogeneous model
training across all clients in HFL settings. These issues
inspired us to develop a feature selection algorithm
tailored to the context of HFL.

In our previous work, Fed-FiS [1] evaluates the
importance of the features by a score function and
generates global ranks of each feature from higher
to lower scores. Here, we introduce Fed-MOFS, a
new federated feature ranking and selection method
based on multi-objective optimization. The resulting

method optimizes the relevance and redundancy of
the feature set simultaneously. It produces a non-
dominated solution set or Pareto fronts from where
we get the ranking of the features. The local feature
selection of Fed-FiS and Fed-MOFS remain the same,
but the global feature selection and ranking differ.
Why does global feature ranking of individual
features affect FL performance?
All clients share a common set of features, but the
importance of these features varies among clients.
Determining a unified and relevant set of features
across all clients is challenging, as the features selected
locally by each client may differ. For instance, in Table
III, feature f4 is crucial for clients Cl, and Cl3 but
not for Clj. If we choose features that are locally
selected by all clients in common, we must omit fj.
In the worst-case, there might be no overlap in locally
selected features among clients, making it difficult to
train a global model. To address this challenge, we
consider two approaches: Fed-FiS (refer to Table IV)
and Fed-MOFS (refer to Table V). These approaches
provide global rankings for each feature. For example,
fa obtains global rankings of 3, i.e., the third important
feature using Fed-FiS and 4, which means the fourth
important feature using Fed-MOFS. Thus, calculating
the global ranking for each feature helps to achieve a
fair assessment, ensuring a balanced representation of
the importance of the feature in the training process.
The main contributions of this work are summarized
as follows.

o We introduce Fed-MOFS, an approach for global
ranking and feature selection based on multi-
objective optimization for horizontal federated
learning. It employs mutual information and 1-
D clustering to choose a local set of features.
Furthermore, it utilizes Pareto optimization to cre-
ate a global ranking of these features and selects
features from the Pareto fronts (see Section IV-C).

« We derived the computational complexity of both
the Fed-FiS and Fed-MOFS algorithms (see Sec-
tion IV-D) and compared them with the current
state-of-the-art horizontal federated learning al-
gorithms (see Table I) that explicitly demonstrate
the computational cost, benefits and drawbacks.

o We conducted a comprehensive empirical study
comparing the performance, scalability, effi-
ciency, stability, and convergence of both Fed-FiS
and Fed-MOFS across various datasets, including
NSL-KDD99, Wine, Vowel, Vehicle, Segmenta-
tion, WDBC, Ionosphere, Hill-Valley, ISOLET,
Diabetes, 10T, Anonymized Credit Card (ACC),
Boston housing prices, California house pric-
ing, and synthetic data. This analysis utilized
conventional feature selection techniques within
federated settings, such as RFE and ANOVA, as
well as federated feature selection methods like
FSHFL [16] and Fed-mRMR [17]. For classifica-
tion tasks, we trained Federated Forest [18] and
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federated averaging [3] on Deep Neural Networks
(DNNs), and for regression tasks, we employed
ridge regression, all following the application of
various feature selection methods in federated
settings (see Section V).

II. RELATED WORK

This section provides a comprehensive overview of
three key related research areas: centralized feature
selection, distributed feature selection, and horizontal
federated feature selection.

A. Centralized feature selection

In centralized settings, computation happens on a
single system. Data is collected and resides in a
centralized server; hence, it is easy to access and
build models for a specific task. Feature selection
is comparatively easy as the server has complete
information about the data. Regarding the availability
of class information, feature selection methods are
categorized as supervised [19], semi-supervised [20],
and unsupervised [21] approaches. Also, depending
on how feature selection methods interact with the
classifier, the existing works are categorized as filter
[22], wrapper [23], embedded [24], and hybrid [25].
Filter methods are statistical approaches that select
features based on their relevance to the class without
considering the employed model. Examples include
correlation-based [10], mutual information-based [11],
and chi-squared [12] based feature selection methods.
Wrapper methods involve training a model using a
subset of features and evaluating the performance of
the model [26], [27]. Examples of wrapper methods
include forward selection, backward elimination, and
recursive feature elimination. Embedded methods in-
corporate feature selection within the model-building
process. For example, lasso regression [28], ridge
regression [29], and elastic net [30]. Hybrid methods
combine multiple feature selection techniques, such
as filter and wrapper, to improve the model’s overall
performance.

The feature selection helps to describe data better
for extracting valuable knowledge from high dimen-
sional data [13] and solve problems that occur due
to the higher dimensionality of data. This reduces
the model’s computation cost by reducing feature
space and improves overall learning performance by
selecting relevant and less redundant features. Mutual
Information (MI) based feature selection is a filter
method that chooses strongly correlated features with
labels and has minimal redundancy among feature
sets. The MI method adopts the entropy difference to
calculate the information a feature contributes. MIM
[31] rapidly selects label-related features. However,
the consideration of feature redundancy is absent.
MIFS [32] proposes feature redundancy as a metric
for assessing the quality of features. Methods in [11],

[33]-[35] also consider relevance and redundancy re-
lationship to select features. The application of feature
selection is wide and beneficial. Some real-life appli-
cations of feature selection are: healthcare analytics
[36]-[39], image analysis [40] and recognition [41],
credit scoring [42]-[44], marketing analysis [45]-[48],
anomaly detection [49]-[53], bio-informatics [54]-
[56], etc.

These feature selection methods are not directly
applicable to federated learning because, in federated
settings, not all clients have complete information
about the data.

B. Distributed feature selection

Although centralized feature selection approaches
are fast and effective. They struggle to achieve satisfac-
tory performance when dealing with big data, which is
characterized not only by its large volume but also by
its diverse and intricate nature. Therefore, a specific
distributed feature selection method is necessary. In
[57], the authors compare distributed vs centralized
feature selection. Several rounds of feature selection
are performed on horizontal as well as vertical par-
titions of data. Finally, the outputs of every round
are combined and produce a single subset of rele-
vant features using different data complexity measures
[58]. An adaptive aggregation (ADAGES) flexible dis-
tributed feature selection method is proposed in [59].
A distributed fuzzy rough set (DFRS) based feature
selection method to enable fuzzy rough set for big data
analysis is presented in [60]. A distributed quadratic
programming-based feature selection is reported in
[61]. In [62], the authors formalized the feature se-
lection problem as a diversity maximization problem
by proposing an MI-based metric distance on features.
They focused on vertically distributed feature selection
that can deal with redundancy.

FL has additional characteristics, including imbal-
anced and massively distributed IID (see Definition 2)
and non-IID (see Definition 3) data, and clients with
limited computational capacity, despite the fact that
distributed learning and federated learning appear to
be similar. However, the idea behind FL is that data
should remain private to the clients.

C. Horizontal federated feature selection

Federated feature selection is challenging because
the distribution of the whole dataset is unknown for
each client. Federated feature selection is first intro-
duced in [1], where authors formulated the feature se-
lection problem for horizontal federated learning. The
authors proposed a hybrid feature selection method
using mutual information and clustering. Fed-FiS is
stable while data distribution is IID, i.e., every client
has information on features and classes but is not
stable for vertical or hybrid distributions. Cassara et
al. [63] proposed federated feature selection for cyber-
physical systems. Their approach involves a mutual
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information-based feature selection algorithm run by
the autonomous vehicles (clients) and Bayes’ theorem-
based aggregation executed on the server. Hu et al. [64]
proposed a federated feature selection algorithm using
evolutionary computing techniques. Zhang et al. [16]
proposed an unsupervised feature selection method for
horizontal federated learning where clients share a
common feature space but have different class labels.
In [65], suggested a greedy algorithm for feature
selection. In Table I, we report a comparative study by
considering multiple key factors between our method
and the current state-of-the-art horizontal federated
feature selection methods [1], [16], [17], [63], [65].

III. PROBLEM STATEMENT

Consider a HFL system consists of ¢ clients
(V?ZICli) and a server. We assume that g > 2, if
g =1, it is considered a centralised system with full
dataset information. Suppose the dataset D contains
samples S € R"*?, the features set F € RY*!, and class
C €{0,1,...,k}™!. D is distributed across ¢ clients
such that each client contains the features set F. Sample
set Scy; € Rde, where U?:lsch =S, and m?:lsCli =0
and class Ccy, € {0,...,k}™!, where m < n. In HFL,
all clients have partial class information, which creates
statistical heterogeneity. Our objective is to uncover
relevant features subset (F”) and obtain stable and
generalizable global model performance.

IV. PROPOSED APPROACH

Our approaches comprise two components: (1) local
feature selection performed independently by clients
using mutual information and clustering, and (2) global
feature selection achieved through a global score func-
tion for Fed-FiS and multi-objective optimization for
Fed-MOFS.

A. Data division

For a given dataset D(F,S) € R™“  consists of
feature set F = {f1, f>,...,fs}", F € R¥*! and sam-
ple set S = {s1,52,...,8,}, S € R™ The dataset is
distributed across g clients in a horizontal (Figure 1)
manner. In horizontal federated learning, all clients
have access to the same set of features but different
samples. The dataset is considered to be Independent
and Identically Distributed (IID) if each client pos-
sesses complete information about all the classes. On
the other hand, if clients only have partial information
about the classes, the data distribution is referred to
as Non-Independent and Identically Distributed (non-
IID). We introduced the following foundational defi-
nitions to understand the federated settings.

Definition 1. Horizontal: For a given dataset
D(F,S) € R™4, consists of feature set F, and sample
set S, distributed across q clients. Then all clients
have similar feature sets but different samples, i.e.,

ﬂiq=1 FCl; =F but ﬂ?=1SCl,- =0, where CI; is the i
client, Fcy; and the Scy; are the feature and sample set
of Cl;, respectively.
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Figure 1: Horizontal data division in HFL

Lemma 1. All clients share common feature set, Fc;, U
Foi; =F.

Proof: Lets consider clients Cl; and Cl;, if
FcziﬂFaj = (, then there is no common features
between clients C/; and Cl;. According to Definition 1,
FCliﬂFC,j # (0. By contradiction, we proved that the
Lemma 1 is true. [ |

Definition 2. IID: For a given dataset, D(F,S) €
R4 C = {c1,c3,...,cx} consisting of K classes,
it would be called IID if the probability distribu-
tion of each class c; is independent of other class
P(ci|ci,ca,. .. cx) = P(ci) and all classes are drawn
from the same underlying probability distribution

P(c), Pc1 =c,ca=c,...ck =¢) = P(c).

Definition 3. Non-IID: For a given dataset, D(F,S) €
R™d C = {cy,ca,...,cx} consisting of x classes, it
would be called non-IID if the probability distribution
of each class c; depends on the values or presence
of other classes within dataset P (ci|ci,ca,...,cx) #
P(c;), and the classes are drawn from different under-
lying probability distributions, across different clients,

P(cr) # P(e2) # ... # P(ck).

B. Framework

A conventional HFL consists of ¢ clients
(Cl,Cly,...,Cl,;) and a server. Figure 2a illustrates
the proposed framework in four steps, as follows.

1) Each client C; has its private feature set F¢;, and
runs the procedure Localps(D;) independently to
generate local feature subset Féli (Fél,- CFy) -

2) Each client CI; sends the FCMI (see Definition 4)
and aFFMI (see Definition 5 and 6) value of each
fiC e FCII,- to the server. Server averages these
scores of similar features and generate a list of
unique feature set Fi,,,,,-

3) Server applies Fed-FiS or Fed-MOFS to generate
the global ranks of the locally selected features.

4) Server sends the global ranks of each feature to
the clients.
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TABLE I: Comparisons among prior works on feature selection in FL settings. None

fully meet the specified requirements (C1)—(C5)

of the current methods

Federated

Global Feature

. Feature a " N Computational
Feature Category  Feature Relevance g g0t = Selection using Complexity Beneits Drawbacks
selection (cn (C2) (©3) Multi-objective (C5)
algorithms optimization (C4)
CE-based FES ) o v v x O(n+d) + Robustness against non-IID data « Complexity in the aggregation
[63] [2022] functi
unction
Greedy-Feature
Selection Wrapper X X x 0O(nd?) « Adapt to various attack types by selecting different feature sets for ~ + Suboptimal feature set due to
[65] [2021] each type of attack greedy nature
« The algorithm is straightforward and can effectively identify non- The outcome heavily depends on
contributing or redundant features the initial set of features
[lE]S][{ZF‘;IZ‘S] Filter v X X O(d?logd) « Improvement in performance + High in complexity
+ Reduced training time and energy consumption « Hierarchical clustering is time-
« Privacy benefit for federated learning consuming, therefore not scal-
able
I"[‘;;’]";‘le‘;“ll‘ Filter v v x 0(nd?) « Lossless feature selection « Scalability issues during han-
« Capability of finding features from non-IID distributions dling large datasets
+ High in computation complexity
Fed-FiS ] > o v . .
Hybrid v v x o(d?) « Improved handling of heterogeneity - Highly dependent on mutual in-
[1] [2021] ! - !
* Reduced computation and communication cost formation measures
+ Stable and relevant feature selection + Potential computational over-
head on devices
F,:I:i;sl\?gfs Hybrid v v v o(d?) « stable across IID and non-IID data distribution * Highly dependent on mutual in-

formation measures
Potential computational over-
head on devices

* Scalable across multiple clients
Stable and relevant feature selection
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Figure 2: Proposed framework

TABLE II: Notations
Symbol  Description Symbol  Description
D Dataset, D € R4, F Felau‘lre space F = {fi.f2,....fa}T. F €
RI1
n Number of samples Flover The global feature set that contains unique
features only.
d Number of features F" The feature subset according to the rank of
each feature.
N Sample space, § € R"™. Fy, Locally selected features at client CI;.
D Dataset of client CI; Cl Feature triplet for A" feature of CI;
B Number of clusters or cluster centroids 4 Current cluster or cluster centroid
5 Performance threshold of global model % Performance of global model.
c Class, C € {0,...,k}"™*1. q Number of clients.
6, Local model of the i"" client. o Global model.
cl; i client from a pool of ¢ clients. ot Triplet of the &' locally selected feature of
the i client.
Fg, Feature set available at the i/ client. Sei, Sample set available at the i’" client.
FCMI  Feature Class Mutual Information. aFFMI  Averaged Feature Feature Mutual Informa-
tion.
il FCMI of the K™ feature of the /" client. S aFFMI of the K™ feature of the i client.
/fch i feature of the client Cl;. Cy, Set of target class available at the i’ client.
| Feiy | Number of features at client C/; [Sci;|  Number of samples at client Clj.
FAEME et of features with FCMI values for the i’ F&fPMI Set of features with aFFMI values for the
! client ! i client
F(’_I row Set of features of CI; that belong to the FL’_I,,,,,,,, Set of features of CI; that belong to the
! clusters that have maximum centroid value. ' clusters that have minimum centroid value.
firews  Average of FCMI value of feature fi across  fi,.p,,  Average of aFFMI value of feature f; across
all clients. all clients.
T Global rounds B Number of features selected from the ranked
features for training.
A Fraction of clients participated A € (0,1) 14 Non-IID factor y € [0,1]

In Figure 2b, after having the rank of each feature,

all clients start FL with a feature subset (F” C

F}

Aerver)'

C. Algorithms

The federated feature selection approaches are de-
scribed with four algorithms. Algorithm 1 for local
feature selection, Algorithm 2 and 3 described global
feature ranking using Fed-FiS and Fed-MOFS, re-
spectively, and finally, Algorithm 4 for global feature
selection.

1) Local feature selection: We adopted Mutual
Information (MI) to measure the certainty of a fea-
ture variable with a target variable, which could be
another feature or a class [14], [66]. The MI-based
feature selection approach depends on the relevance
of each feature, measured by Feature-Class Mutual
Information (FCMI, see Definition 4), as well as
the redundancy, measured by, Feature-Feature Mutual
Information (FFMI, see Definition 5) of each feature.
The average of all FFMI values of features is called
aFFMI (see Definition 6).

Definition 4. FCMI: Given a feature fkc i at client Cl,
and class C, then FCMI of feature fkc ' and C can be
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computed as:
Cl;
20 ’C)

2 (%)
(1)

where kali is the K" feature of the i"* client (CI;).
2( kCl") and P (C) are the marginal and P ( kCl",C)
is the joint probability distribution for ff i and C.

FCMI(f",0) 2 Y 2(f",C)log
e

Definition 5. FFMI: Given two features fkc i and f]C i

at client Cl;, then the FFMI of features kali and ijl"
can be estimated as:

FFMI(fC", £ 2

2 MI(fFC ) = H(FE)+
H(F —H (" £

where ka i and ijli are k' and j" feature of the it
client (Cl;), respectively, and fkc li f]C i H Cl) and
1 . I A Cliy -

H(ij ) are marginal entropy. H(f,f ,ij ) is the joint
entropy of the kali and ijli , and ka[i #ffli.
Definition 6. aFFMI: Given a set of d features at
client Cl;, then averaged FFMI (aFFMI) value ofkali
can be calculated as:

Cli)_ 1 dil
k77 g—1

. Cl; Cl;
J:l-,fj lEFCIi\fk !

aFFMI(

FFMI(fC", fja")

3)

where k i and fCl are k' and j" feature of the i
client (Cl;), respectively, and kal ;éffl.

Algorithm 1 Local feature selection

Input: Fc;, = {fla’ A,fz .,...Afd ‘1 is the original feature set and d is the
dimension of the data for the i client Cl;
Output: Fé,i is the selected features for client i

1: procedure Localps(D;)
2: for ff e Fgi; do

3: freMh = FCMI(ff[",C) using Equation (1). > return FCMI
score of a feature .
4. fFFME — qF FMI(f, ") using Equation (2) and Equation (3). ©

return averaged FFMI score of a feature

S RO — (O [l S < 1)
6: F(LTIII:FMI = {foFFMI |y ﬂ;FFMI €[0,1]}
7: FC’IiFCM,= CLUSTER(F/ ™) b return cluster of features with high
FCMI values -
8: Flyaprm= CLUSTER(FE ™) > return cluster of features with low
aFFMI values
9: Fgy, = Fé,l..vaw UFé,iaFFMI
10 return F7,
11: procedure CLUSTER(FE,) > here, FY, is FEMI or Fé‘:FM’
12: Initialize B random cluster centroid.
13: repeat
\ <.
14: Vil fi € Fy,
15: minimum « 0
16: cluster_member « 0
17: Vg:]centroid fep
18: dist < Distance(f, §)
19: if then dist < minimum
20: minimum < dist
21: cluster_member < §
22: recalculate centroid({)
23: until Converge
24: return Fc//,)' > here, Fé’i" is F(’“I,'FCM’ or Fé[[“FFM,

Algorithm 1 computes the FCMI and aFFMI values
of all features (Line 2 to Line 4) at each client using the
Equation (1), Equation (2), and Equation (3), respec-
tively. FLM! and FAFFM! are two one-dimensional
vectors that contain FCMI and aFFMI values of all
features at client Cl;. The size of the vector depends
on the number of features present at the client, but
it is bound to d. The FCMI and aFFMI values are
within the range of 0 to 1 (Line 5 and Line 6). The
FCMI value close to zero indicates the low relevance
of that feature. The aFFMI value close to one indicates
the high redundancy of that feature. Here, we aim
to find the optimal feature set by (1) maximizing
the relevance and (2) minimizing the redundancy.
Based on the FCMI and aFFMI values, we compute
CLUSTER(F, u CM’) and CLUSTER(F“F FMIy (Line 7
and Line 8) using the procedure CLUSTER (Line 11 to
Line 24) to generate feature clusters with higher FCMI
and lower aFFMI values. If there are B clusters of
features, then the objective can be written as follows.

F! cyFomr = ArgMax Centroid(cluster;) )
Vief

FCI w1 = argminCentroid(cluster;) %)
Viep

where Centroid(cluster;) returns the centroid value of
the i’* cluster, and | cluster; | is the cardinality of
cluster;.

In Equation (4), select the cluster with the maxi-
mum centroid(F ! FCM,) It contains the features with

utmost relevance and F JFCMI C Fgy;. Similarly, Equa-
tion (5) returns the cluster with the minimum cen-
troid (F’ laFFMI) It contains features with minimum
redundancy and F/ CLaFEmI C Fgy,. Union of the output
of Line 7 and Line 8 produces the final local feature
subset (Line 9). The example of local feature selection
is in illustration IV-C1.

Hlustration: In Table III, five features, fi, f2, f3,
fa, and f5 have been distributed across three clients,
Cly, Clp, and, Cl3 horizontally. The FCMI and aFFMI
scores of each feature are estimated on each client
independently, and then the clustering method is em-
ployed on the FCMI and aFFMI scores separately and
divided into two clusters, C1 and C2. The value of
cluster center of C1 > C2. Therefore, a union between
Cl from Clustered FCMI and C2 from Clustered
aFFMI has to be performed to get the locally selected
features.

2) Fed-FiS: In Algorithm 2, each client, C/; sends
triplets of locally selected features to the server. The
definition of the feature triplet is given below.

Definition 7. Feature trlplet( l ): V \Cli, a feature
fC l E FCl then feature triplet of fkc can be defined

S R

as T
k karprmi

kFCMI
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TABLE III: Local feature selection

Client(s)  Feature() FCMI  aFFMI Clustered Clusered Locally selected

FCMI aFFMI features

f 0.67 031

£ 0.91 0.43 CL:[ f2.f1.13] CLfa.fa.f5] fiofa
cly f 0.57 021 C2[ fufsl 2l fi.f3] f

fa 0.27 0.61

f5 0.17 0.51

h 0.57 0.32

f 0.81 0.21 CL: fisfoufsfs] - CL fa, f5] Srofas
Ch f 0.37 0.42 C2[ fs] C2I f2, fis /31 AN

fa 0.47 0.53

f5 0.17 0.66

A 0.73 0.31

f 0.82 0.17 CL[ fiufoufs] CL[ fal Siofa
Cly £ 0.46 0.23 C2 f3.f51 C2l fosfsshis /51 Soo s

fi 0.51 0.41 fs

fs 0.34 031

where ’L'kCl" is the triplet of the k' locally selected

feature of the i client CI,. fkc iis the unique identifier

of the feature. fkc i and fkc li " are the FCMI and
FCMI aFFMI

aFFMI score of fkC " respectively.
Each device sends a vector of triplets to the server.
So a triplet vector FC/‘li of device Cl; can be defined
s Fey, = {2 5t 7", where k < d. The server
receives feature triplets from ¢ clients (Line 2). Multi-
ple clients can share a single feature f;. Therefore,
Fierver may have multiple similar features with dif-
ferent FCMI and aFFMI scores. Server averages the
FCMI and aFFMI values of similar features using the
Equation (6), and Equation (7) (Line 3).

. \
ig’l kpemr

koCMl = %,Wherej € [1,6]] (6)
I
E’l fkcalf'FMl

Srarrmr = %,Wherej € [l,q] @)

Server generates the unique feature list F},,,,, (Line 4).
For all features, the server computes a score S(f%)
using Equation (8) (Line 5).

1

) X fkaFFMI’ (3)

S(fi) = feperr —
remt (| F;“/erver | -1

where | F},,... | > 1 and S(f;) € [1,—1]
Finally, the server sends the score of each feature

to the clients (Line 6). We give an example of the
working of Fed-FiS in illustration IV-C2.

Algorithm 2 Fed-FiS (Score-based global feature
ranking)

Input: Fseper = {FC’,l ,Félz .HFC’,q} > collection of feature triplets from
q clients
Output: < rank, fy > > global rank of features
1: procedure Fed — FiS(Fserver)
2 server obtained Fiper = {Fc/zi‘v? I,F(’.,‘_ € Cli}.
3 obtain global feature triplet by performing average over FCMI (Equa-
tion (6)) and aFFMI (Equation (7)) scores individually.
4: obtain {F},,,., |V fi € Fjype, are unique}
5 compute S(fx),V fk € Fyype, using Equation (8)
6 VL, Cl; send < S(fi), fi > to all Cl; iff fi € Fl,,..,

Hllustration:  The server initially computed the av-
erage FCMI and averaged aFFMI values for a set of
five features, as presented in Table IV. Subsequently,
the feature scores were determined using Equation (8).
These scores were then utilized to assign ranks to the
features in descending order, starting from the highest
score, S(fi). Therefore, The features are ranked in the
following order from highest to lowest: f2, f1, f1, f3,
and fs.

TABLE IV: Illustration of feature ranking with score
function in Fed-FiS

Feature(s) Averaged FCMI Averaged aFFMI S(fy) Rank
f 0.66 031 0.58 2
i) 0.85 0.27 0.78 1
f3 047 0.29 0.398 4
4 0.52 0.47 0.403 3
s 0.34 031 0.26 5

Remark 1. Fed-FiS employs S(fi) to determine the
disparity between the average relevance and redun-
dancy of a feature. When S(f) — 1, i.e., this disparity
is closer to 1 then the feature is significantly relevant
and carries beneficial impact for learning. Conversely,
when S(fi) — —1, it suggests that the feature is less
relevant, making it less crucial for learning and poten-
tially causing a negative impact. S(f;) =0 indicates
that the feature possesses equal levels of relevance
and redundancy. While it may have a positive impact
on learning, it doesn’t guarantee the absence of any
negative effects.

3) Fed-MOFS: Algorithm 3 is also a feature rank-
ing algorithm similar to Fed-FiS, but here server
applies a multi-objective optimization to find the dom-
inant features based on the two objective functions,
(1) maximizing the average FCMI score, and (2)
minimizing the average aFFMI score (Line 6). This
multi-objective optimization produces Pareto fronts
from where we get the ranking of the features (Line 7).
Finally, the server sends the feature with its rank to the
clients (Line 8). The example of the working of Fed-
MOFS is in illustration IV-C3.

Algorithm 3 Fed-MOFS (Multi-objective optimization
based global feature ranking)

Input: Fsper = {FC’,l ,FC’,2 ...FC’,q}
Output: < rank, fi >

> features from g clients
> global rank of features

1: procedure Fed — MOF S(Fserver)

2: server obtained Fyper = {Fé/i |V;’:l‘FCf,i € Cli}.

3: obtains global feature triplet by performing average over aFFMI and
FCMI scores individually.

4: obtain {F},,,.,|Vfi € Fl,n., are unique}
5: Optimize the following functions to find Pareto optimality:
6: 1 max ' 2 min -
( ) V ik € "k’vrwrkoCM[ ( ) Y fi € Flerver fkaH'MI
7: Get the ranking of the features from the Pareto fronts.
8: Vi, Cl; send < rank, fi > to all Cl; iff fy € F},,,,,
Hlustration:  In Table V, the averaged FCMI and

averaged aFFMI values for features fj to fs are pre-



sented, which were collected from clients. The server
then performs a multi-objective optimization, aiming
to maximize the FCMI scores while minimizing the
aFFMI scores in order to determine the domination
and dominated count for each feature. The difference
between the domination and dominated count is used
to rank the features. According to Table V, feature
f> has domination count 4, i.e., its averaged FCMI is
higher than fi, f3, f4, and fs. It also has a dominated
count 0 because its average aFFMI is the lowest among
all features. Therefore, feature f> is not dominated by
other features. Consequently, the difference between
domination count and dominated count (cgom — faom)
is 4, which is the highest among all features. Hence,
f>» is the most important feature, followed by f>, fi,
fa, and f5. The difference between domination and
dominated count for f; and f5 are the same. But the
domination count of f; is better than f5. Hence, the
rank of f4 is higher than f5 as it has more relevance.

TABLE V: Fed-MOFS - illustration of feature ranking
through multi-objective optimization

Dominated count
(faom)

Domination count
(Cdom)

Feature(s) A;“(':;Ed Averaged

aFFMI Rank

Cdom — fdom

fi 0.66 031
f2 0.85 027
fs 047 029
f 0.52 047
fs 0.34 031

cCw = w
BoE = o
Lo
DoE W

Remark 2. Fed-MOFS utilizes a multi-objective opti-
mization approximation algorithm to determine feature
rankings. Therefore, Fed-MOFS never guarantees to
find the exact optimal solutions but provides a set
of non-dominated solutions (Pareto-optimal). But by
prioritizing the domination count over the dominated
count, we can get the unique rank of each feature.

4) Global feature selection: Algorithm 4 describes
the procedure for global feature selection after ac-
quiring feature rankings from Fed-FiS or Fed-MOFS.
Every client selects a common set of features (F” C
Fs/erver) according to their individual rankings (Line 3),
and then clients train the local model (6¢;,) (Line 6).
The server collects the local updates from the clients
and computes the global model (@) (Line 7). After T
global rounds, the performance (y) of global model
(@) is evaluated (Line 8) and checks whether y
achieves a specified threshold (6) (Line 9). If v > §,
then, F” is the selected feature subset (Line 10);
otherwise, an additional set of € features from the next-
ranked features is to be incorporated (Line 12).

D. Computational complexity

The computational complexity of Algorithm 1 de-
pends on the dimensionality of the input data and clus-
tering algorithm. For a given data D; € R"*¢ at client
Cl;, the computational complexity of calculating FCMI
and aFFMI is O(d?). Clustering is a np-hard problem,
but taking heuristics can make the time complexity of
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Algorithm 4 Global feature selection
Input: £,

> features according to their global ranks

Output: F” > global feature subset

1: procedure Globalys(Fy,,.,,)

2: while ¥ < § do

3: All CI; selects a common feature subset F” C F,, . based on their
global ranks.

4: forr=1...T do > T is the global rounds

5: for All clients in parallel do

6: Oci; = Local_update(D(F",Sci;,Cer;))

7: ® = Global_update(6,, 0, ..., 6,)

8: Compute accuracy of the global model (y)

9: if ¥ > § then

10: F" is the selected features.

11: else

12: | F"| = | F"|+€ where | F" | +€& < [Fserver|

it to linear. FCMI and aFFMI are two one-dimensional
vectors of size d, so the time complexity for clustering
is (O(d-B-y)) where B is the number of clusters,
and 7 is the number of iterations. So the computation
complexity of Algorithm 1 is O(d?)+0(d-B - 7).

In Algorithm 2 The computation complexity to
calculate S(fi) (see Equation (8)) is O(| Fler |)
where | F,,.., |< d, so in worst case the computation
complexity would be O(d).

In Algorithm 3, the computation of Fj,,,,, requires
0((d.q)?) because in worst-case in each client, the lo-
cal feature subset contains all features. The global fea-
ture selection with multi-objective optimization uses
NSGA-II [67] algorithm so the time complexity of
it is O(M | Fs‘lerver ‘2)’ where | Fv/erver |§ d and M
is the number of objectives. Here, we optimize two
objectives, so the worst-case time complexity is O(d?).

The computational complexity of the Algorithm 4
depends on the specific learning problem. In the case
of strongly convex and smooth problems, the conver-
gence of FedAvg on non-IID dataset is O (7) [68],
where T is the global rounds. If we have a dataset
with d features, and selected features are &€, then
the Algorithm 4 needs to be run a maximum of %
times. Consequently, for strongly convex and smooth
problems, the computational complexity of Algorithm
4is 4.0(%).

€

E. Communication cost

To perform Algorithm 1, 2, and 3, both the client
and server require a single communication round. A
federated learning approach is utilised in the case of
Algorithm 4. Consequently, the maximum number of
required communication rounds can be expressed as
% -T. Therefore, total communication cost < 1+ % -T.

V. EVALUATION

We evaluated the performance of Fed-FiS and Fed-
MOFS across multiple datasets. The details of the
datasets and data statistics are given in Table VI. A
detailed discussion of the datasets is in the supple-
mentary copy. We evaluated both of our algorithms on
both IID and non-IID data division.
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TABLE VI: Datasets

Datasets Instances  Features  Classes Type

NSL-KDD99 [69] 125973 41 2 Intrusion detection

ACC [70] 284807 30 2 Credit card fraud transaction detection

Wine [71] 178 13 3 Wine quality

Vowel [72] 990 13 11 Speech recognition

Vehicle [73] 846 9 4 Vehicle ownership

Segmentation [74] 10695 10 4 Customer segmentation

WDBC [75] 569 30 2 Breast cancer

Tonosphere [76] 351 34 2 Radar scans

Hill-Valley [77] 606 100 2 Terrain

ISOLET [78] 7797 617 26 Speech data

Diabetes [79] 768 8 2 Diabetes diagnostics

ToT [80] 503910 28 17 Smart home data

Boston [81] 506 14 R Regre‘sslon dalasel. Median Price of
owner-occupied homes

California [82] 20640 9 _ Regression dfalasel,_ ‘I’refiicting median_
house values in California

Synthetic 100000 200 25 Synthetic data

A. Experimental setup

The experimental setup is described in Table VII.
Each client is responsible for selecting local features
and the local training of the model. Meanwhile, the
server estimates the global feature scores and ranks
them. Moreover, server performs aggregation of the
local models. Our local feature selection approach is
similar to [1]. We employed the k-means clustering
algorithm and set the number of clusters to 2 based
on the highest silhouette score of the clusters. NSGA-
IT was employed to maximize relevance and minimize
redundancy. Subsequently, we implemented federated
forest and FedAvg algorithms, utilizing feature selec-
tion results from Fed-FiS and Fed-MOFS. In FedAvg,
we are training a deep neural network (DNN). The
description of the DNN is given in the supplementary
copy. Additionally, we performed feature selection at
the client level using RFE and ANOVA-based meth-
ods. This means each client independently used RFE
and ANOVA for feature selection and sent the infor-
mation regarding the selected features to the server.
The server performs an intersection to find common
features, and clients perform federated learning on
the selected features. Furthermore, we compared our
feature selection techniques with FSHFL [16], and
Fed-mRMR [17], the state-of-the-art federated feature
selection method. We ran all experiments 10 times and
carried the mean of the results.

TABLE VII: Parameters description in federated fea-
ture selection

Parameter(s) Value Description

clients 5 to 100 Local feature selection, Learning local
model

Server 1 Global feature selection, Learning
global model

client’s participation 10 to  Partial or full participation of each client

100%

Clustering algorithm k-means Cluster with nearest mean

Multi-objective optimization NSGA-II Non-dominated Sorting Genetic Algo-
rithm

Feature selection state-of-the- 4 ANOVA, RFE, FSHFL, Fed-mRMR

art

Learning algorithm 2 Federated Forest [18], FedAvg [3]

Performance metrics 7 Accuracy, Precision, Recall, and F1-

Score, RMSE, MAE, Categorical cross-
entropy loss.

B. Results and analysis

Here, we assessed the outcomes based on various
aspects, including performance, scalability, stability,
efficiency, and convergence of global model.

1) Performance evaluation: We evaluated the per-
formance of Fed-FiS and Fed-MOFS for both IID and
non-IID data division on multiple datasets representing
classification and regression tasks.

a) Performance evaluation with IID data divisions:
In the following experiments in Table VIII and IX, we
considered the data with random distribution among
5 clients and ensured that each client has information
from all classes (IID). After conducting training with
Federated Forest (Table VIII) and training a deep
neural network using federated averaging (Table IX)
on both full feature sets and reduced feature sets pro-
duced by feature selection algorithms (RFE, ANOVA,
FSHFL, Fed-mRMR, Fed-FiS, and Fed-MOEFS), we
observed in Table VIII, Fed-MOFS offers better accu-
racy and F1-Score than the state-of-the-art in 7 out of
12 datasets. Meanwhile, Fed-FiS performed better or
equivalent when compared to Fed-MOFS in 4 datasets.
For the Ionosphere dataset, FSHFL and Fed-mRMR
both outperformed Fed-FiS and Fed-MOFS by 1%.
In the Hill-Valley dataset, the performance of Fed-FiS
and Fed-MOFS was similar, but their accuracy and
F1-Scores were slightly lower (1% and 2%, respec-
tively) compared to RFE. On the segmentation dataset,
achieving the best performance requires the inclusion
of all features. Fed-FiS and Fed-MOFS utilizes 78%
and 89% of the feature space, respectively to achieves
48% accuracy and F1-Score, which is just 1% lower
than the optimal result. In Table IX, we observed
that Fed-MOFS outperformed the state-of-the-art in
9 datasets in terms of accuracy and F1-Scores. Fed-
FiS outperformed state-of-the-art on 6 and 4 datasets
in terms of accuracy and F1-Score respectively. For
WDBC and ISOLET, both Fed-FiS and Fed-MOFS
give similar accuracy and F1-Score. For WDBC and
ISOLET, both Fed-FiS and Fed-MOFS produce the
same F1-Score. In the supplementary copy, we provide
a set of experiments using Random Forest where we
found that Fed-MOFS performed well in 7 datasets in
terms of validation accuracy and F1-Score. Fed-MOFS
is pretty consistent in 9 datasets, excluding Vehicle,
Segmentation and Diabetes datasets. We evaluated
Fed-FiS, Fed-MOFS, and Fed-mRMR on regression
tasks (Table X) using the Boston house price and
California house price prediction dataset. Our results
showed that when the feature subset contained 71% of
the total features, Fed-FiS slightly outperformed Fed-
MOFEFS on the Boston dataset. Conversely, Fed-MOFS
performed equivalently with Fed-FiS on the California
dataset by selecting 77% of the features. Both methods
performed well compared to Fed-mRMR when select-
ing the same amount of features, while training a ridge
regression model in a federated setup on both datasets.
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TABLE VIII: Performance of federated forest on selected features (mean / ratio of feature selected)

Dataset All Features RFE ANOVA FSHFL Fed-mRMR Fed-FiS Fed-MOFS
F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy
Tonosphere 0.93/1.0 0.92  0.91/0.97 0.91 0.92/0.91 0.91 | 0.93/0.54 0.93  0.94/0.87 0.94 0.92/0.15 0.92  0.93/0.76 0.92
WDBC 0.95/1.0 0.95 0.95/0.52 0.95 0.96/0.52 0.95 0.95/0.26 0.94  0.94/0.45 0.94 | 0.96/0.23 0.95  0.96/0.39 0.96
Wine 0.97/1.0 0.97 0.98/0.92 0.98  0.98/0.85 0.97 0.86/0.46 0.83  0.98/0.77 0.98 | 0.98/0.54 0.98 0.98/0.77 0.98
Hill-Valley 0.52/1.0 0.52 | 0.55/0.05 0.54 0.52/0.90 0.52 0.49/0.21 0.49 0.51/0.35 0.51  0.53/0.25 0.52  0.53/0.10 0.52
Vowel 0.91/1.0 0.9 0.90/0.92 0.9 0.83/0.50 0.82  0.79/0.58 0.77  0.80/0.91 0.8 0.91/0.92 0.91 0.91/0.83 0.9
Vehicle 0.83/1.0 0.83  0.81/0.75 0.81 0.80/0.88 0.8 0.67/0.62 0.66 0.76/0.88 0.76  0.83/0.87 0.83 | 0.84/0.87 0.84
ACC 0.99/1.0 0.99  0.99/0.67 0.99  0.99/0.83 0.99  0.99/0.67 0.99  0.99/0.68 0.99  0.99/0.70 0.99 | 0.99/0.63 0.99
Segmentation | 0.49/1.0 0.49  0.48/0.89 0.48 0.47/0.89 0.47 0.41/0.67 0.41 0.41/0.78 041 0.48/0.78 0.48 0.48/0.89 0.48
ISOLET 0.92/1.0 0.92  0.89/0.91 0.88  0.90/0.91 091 0.88/0.38 0.88 0.89/0.78 0.9  0.92/0.78 0.92  0.92/0.78 0.92
ToT 0.98/1.0 0.98 0.98/0.46 0.98  0.96/0.68 0.96 0.89/0.64 0.89  0.99/0.52 0.99 | 0.98/0.25 0.98 0.98/0.25 0.98
Diabetes 0.79/1.0 0.78  0.79/0.75 0.79 0.78/0.88 0.78  0.76/0.50 0.76  0.68/0.75 0.68  0.79/0.75 0.79 | 0.80/0.37 0.8
NSL-KDD99  0.99/1.0 0.99  0.99/0.78 0.99  0.99/0.90 0.99  0.99/0.71 0.99 0.99/0.78 0.99 0.99/0.84 0.99 | 0.99/0.63 0.99
TABLE IX: Performance of FedAvg on selected features (mean / ratio of feature selected)
Dataset All Features RFE ANOVA FSHFL Fed-mRMR Fed-FiS Fed-MOFS
F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy F1-Score Accuracy
Tonosphere 0.87/1 0.88 0.87/0.33 0.9 0.87/0.36 0.86  0.92/0.57 091 0.91/0.82 0.91 0.89/0.15 0.9  0.94/0.21 0.91
WDBC 0.94/1 0.94  0.94/0.32 0.95 0.95/0.48 0.95 0.92/0.25 0.93 0.95/0.57 0.95 | 0.95/0.16 0.95 0.95/0.16 0.95
Wine 0.93/1 0.92  0.87/0.53 0.94  0.93/0.61 0.96 0.93/0.38 0.93  0.96/0.84 0.96 0.91/0.46 0.96 0.93/0.38 0.94
Hill-Valley 0.5/1 0.51 0.53/0.1 0.5 0.5/0.35 0.51 0.51/0.21 0.5 0.50/0.35 0.44  0.51/0.1 0.51 | 0.53/0.15 0.52
Vowel 0.8/1 0.79  0.74/0.66 0.75 0.77/0.91 0.77  0.78/0.58 0.76  0.82/0.84 0.82  0.81/0.66 0.83  0.82/0.66 0.82
Vehicle 0.65/1 0.65  0.63/0.5 0.66  0.64/0.87 0.66  0.42/0.62 0.53  0.67/0.89 0.67  0.64/0.5 0.67 0.67/0.67 0.67
ACC 0.99/1 0.99  0.99/0.66 0.99 0.99/0.83 0.99  0.99/0.66 0.99 0.99/0.67 0.99  0.99/0.63 0.99 | 0.99/0.46 0.99
Segmentation 0.48/1 0.46  0.48/0.88 0.46  0.42/0.66 045 0.21/0.66 0.38  0.44/0.9 0.45 | 0.48/0.66 0.46  0.47/0.55 0.46
ISOLET 0.95/1 0.95 0.94/0.90 0.94  0.90/0.90 0.9 0.89/0.37 0.89 0.95/0.78 0.95 | 0.95/0.77 0.95 0.95/0.77 0.95
ToT 0.85/1 0.84  0.84/0.78 0.85 0.85/0.89 0.85 0.83/0.64 0.83  0.85/0.89 0.86 | 0.87/0.71 0.88 0.84/0.53 0.84
Diabetes 0.75/1 0.75  0.74/0.5 0.74  0.74/0.5 0.75  0.69/0.5 0.7 0.65/0.62 0.65  0.74/0.5 0.74 | 0.76/0.5 0.77
NSL-KDD99 0.99/1 0.99  0.99/0.76 0.99  0.99/0.81 0.99  0.99/0.71 0.99  0.99/0.85 0.99  0.99/0.68 0.99 | 0.99/0.63 0.99

TABLE X: Performance of FedAvg on the selected
features for regression tasks

Dataset/ratio
of feature Fed-mRMR Fed-MOFS Fed-FiS
selected
RMSE MAE RMSE MAE RMSE MAE
Boston/0.71 9.04 6.1 8.98 6.08 8.96 6.03
California/0.77 0.83 0.60 0.79 0.57 0.79 0.57

b) Performance evaluation with non-IID data di-
visions:  Here, we focused on the performance of
Fed-FiS and Fed-MOFS on different non-IID setups
given in Table XI. The table represents, each client
has information from at most how many classes. We
represent ¥ as a non-IID factor. For example, Yy = 0.2
means each client has data from 2 out of 10 classes,
while y = 0.8 indicates that each client has data from
8 out of 10 classes. As Yy approaches 1, the data
distribution becomes more IID, with ¥y =1 signifying
that all clients have information about all classes,
which is IID. Additionally, for each configuration,
there are no overlapping samples among clients.

TABLE XI: Non-IID factors () based on class infor-
mation

‘ Dataset ‘ 14 ‘

\ 0.2 | 0.5 | 0.8 | 1.0 |

‘ Number of classes per client ‘
IoT 4 9 14 17
ISOLET 5 13 21 26
Synthetic 8 13 20 25

o Performance comparison with the state-of-the-
art: We compared the performance of Fed-FiS and
Fed-MOFS with Fed-mRMR in Table XII for 5
different datasets with Y= 0.8 and 100 clients. In all
experiments, we fixed the proportion of features se-
lected for each dataset. For instance, 67% of features
were chosen for the vehicle dataset, 80% for the
segmentation dataset, 60% for the IoT dataset, 39%
for the ISOLET dataset, and 60% for the synthetic
dataset. We observed from the experiments in 3 out
of the 5 datasets, Fed-MOFS outperformed the Fed-
FiS and Fed-mRMR. Specifically, Fed-FiS showed
superior results on the IoT datasets. For the segmen-
tation dataset, Fed-mRMR slightly surpasses (1%)
both Fed-FiS and Fed-MOFS in performance. The
difference in results occurs due to the heterogeneity
in the data.

TABLE XII: Performance of different federated feature
selection algorithms with non-iid factor y=0.8

Dataset/ratio
of feature Fed-mRMR Fed-MOFS Fed-FiS
selected

Accuracy  F1-Score  Accuracy  F1-Score  Accuracy F1-Score
Vehicle/0.67 0.57 0.61 0.71 0.75 0.7 0.74
Segmentation/0.8 0.46 0.49 0.45 0.47 0.45 0.48
10T/0.6 0.86 0.85 0.91 0.9 0.92 0.91
ISOLET/0.39 0.92 0.91 0.95 0.95 0.94 0.94
synthetic/0.6 0.94 0.94 0.98 0.98 0.97 0.97

o Comparative analysis of Fed-FiS and Fed-MOFS
for different non-IID factors (y) and the se-
lected feature subset: To compare across models
and datasets, we trained two global models us-
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ing the federated learning algorithms FedAvg and
Federated Forest on the features selected by Fed-
MOFS and Fed-FiS, results are reported in Figure 3.
During the training process, 100 clients participated
fully for both the IoT and synthetic datasets, while
75 clients were involved for the ISOLET dataset,
maintaining full participation throughout the entire
learning period. Following observations are made
from there, in the ISOLET dataset (Figure 3i to
31), Fed-MOFS outperformed Fed-FiS. For a fixed
Y. Fed-MOEFS achieves better accuracy with fewer
features compared to Fed-FiS. However, in the IoT
dataset (Figure 3e) with y = 0.5, Fed-FiS selected
better features than Fed-MOFS. In the synthetic
dataset (Figure 3a, Figure 3c), the features selected
by Fed-MOFS offered better performance than those
selected by Fed-FiS. These observations indicate that
the performance of Fed-FiS and Fed-MOFS varies
across different datasets and depends on the learning
algorithm employed.

o Relation between y and cardinality of feature
subset: In Figure 3, when we keep 7 fixed and
increase the feature subset (20%, 40%, 60%, 80%),
the performance of learning improves as the number
of features increases. Similarly, the model’s perfor-
mance is enhanced when we keep cardinality of
feature subset fixed and increase y from 0.2 to 0.8. A
similar trend is observed for Fed-FiS. Thus, very low
values of ¥ and feature subset fail to obtain optimal
results. To enhance performance, we need to raise
either y or cardinality of the feature subsets, or both.

2) Scalability: To evaluate the scalability of Fed-
FiS and Fed-MOFS, we carried out experiments with
100 clients on IoT and 75 clients on ISOLET datasets,
as depicted in Figure 4. We set 7 to 0.2 and varied
client participation using the scale A € (0.1, 0.5, 0.8,
1.0), where A = 1.0 indicates full client participation
and A = 0.1 implies 10% client participation. Our
results showed that on the IoT dataset (Figure 4a),
Fed-MOFS performed better with increased client par-
ticipation, achieving optimal performance at A = 0.5.
Conversely, as shown in Figure 4b, Fed-FiS achieved
the best results at A = 0.8. For the experiments on
ISOLET using Fed-MOFS (Figure 4c) and Fed-FiS
(Figure 4d), increasing the value of A impacts the
model’s performance. Fed-MOFS achieved the highest
accuracy and precision at A = 0.5, and the highest
recall and Fl-score at A = 0.8. For Fed-FiS, the
model performed equivalently at A= 0.8 and A= 1.0,
respectively.

From these observations, we can conclude that for
Fed-MOFS, involving 50% participant in each global
round is sufficient for achieving a generalized model.
Similarly, for Fed-FiS, satisfactory performance is
achieved with 80% client participation per global it-
eration. Therefore, both Fed-MOFS and Fed-FiS are
effective with partial client participation.

a) Effect of non-IID Factor (y) on Partial Par-
ticipation Factor (A): In these experiments, we
fixed the client participation factor at A = 0.1, mean-
ing only 10% of the total clients participate in each
global iteration. For varying values of y (0.2, 0.5,
and 0.8), increasing Y led to improved performance
for both Fed-FiS and Fed-MOFS. Notably, there were
no significant changes in performance for both the
ISOLET (Figure 5a) and IoT (Figure 5b) datasets when
Y increased from 0.5 to 0.8. For the ISOLET dataset
(Figure 5a), Fed-MOFS outperformed Fed-FiS, while
for the IoT dataset (Figure 5b), Fed-FiS performed
better than Fed-MOFS.

When comparing Fed-MOFS and Fed-FiS based on
client participation, Fed-FiS outperformed Fed-MOFS
on IoT data (Figure 4a and Figure 4b). However, for
the ISOLET datasets, Fed-MOFS (Figure 4c) showed
better performance compared to Fed-FiS (Figure 4d).
These observations suggest that the performance of the
feature selection algorithm depends on the dataset, the
non-IID factor (), and client participation (A).

3) Stability: To assess stability, we conducted a
comparison between Fed-FiS and Fed-MOFS against
traditional feature selection methods like RFE and
ANOVA. We evaluated their stability by examining
the validation accuracy (Figure 6) of the global model
using varying numbers of features. From Figure 6a,
we observed that the ranking of features by Fed-
MOFEFS is better than others. Based on the outcomes
displayed in Figure 6b, it can be observed that both
Fed-FiS and Fed-MOFS have effectively identified the
top 5 significant features. As a result, their model’s
accuracy has demonstrated a remarkable improvement
compared to other models despite reducing the feature
space by over 50%. This indicates that no crucial
information has been lost during the reduction process.

4) Efficiency: We performed a comparative anal-
ysis of the efficiency of Fed-FiS, Fed-MOFS, and
FSHFL in terms of the time (wall-clock time) required
for feature selection. As shown in Figure 7, our
findings revealed that both Fed-FiS and Fed-MOFS
demonstrate nearly identical performance in selecting
the feature subset, while FSHFL takes considerably
longer to achieve the same task. Particularly, in certain
datasets, the difference in feature selection time is
quite significant. For instance, in the ACC dataset, Fed-
FiS outperformed FSHFL by 26.68 seconds, and Fed-
MOFS was 26.54 seconds faster. Similarly, for IoT
datasets, Fed-FiS surpassed FSHFL by 15.04 seconds,
and Fed-MOFS is 14.55 seconds faster than FSHFL.
Additionally, when considering NSL-KDD99 datasets,
Fed-FiS outperformed FSHFL by 23.1 seconds, and
Fed-MOFS is 23 seconds faster than FSHFL.

Table XIII compares the validation accuracy vs.
model size for Federated Forest. The number of es-
timators in random forests is predefined and remains
constant; hence, to get a better understanding of the
complexity of a forest, we focus on the maximum
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Figure 3: Performance comparison of Fed-FiS and Fed-MOFS on synthetic (Figure 3a, 3b, 3c, 3d), IoT
(Figure 3e, 3f, 3g, 3h), and ISOLET (Figure 3i, 3j, 3k, 31) datasets across different non-iid settings.
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Figure 4: Performance of FedAvg with feature selec-
tion using Fed-MOFS on IoT (Figure 4a), and ISOLET
(Figure 4c) datasets, compared to Fed-FiS on IoT (Fig-
ure 4b), and ISOLET (Figure 4d) datasets, for varying
levels of client participation (A € 0.1,0.5,0.8,1.0). The
total number of clients is 100, with a non-IID factor
() of 0.2. The number of selected features is 17 for
IoT (Figure 4a, 4b), and 240 for ISOLET (Figure 4c,
4d) datasets, using a DNN as the learning model.

depth of trees in a forest. We computed the ratio of
accuracy and depth of the forest. For 4 (Ionosphere,
WDBC, Segmentation and NSL-KDD99) out of 6
datasets, Fed-MOFS produced a higher ratio than Fed-
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FiS and no feature selection (No-FS). And in the
other two datasets (Hill-Valley and Vehicle) Fed-FiS
produced a higher ratio than No-FS.
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Figure 7: Wall-clock running time of federated feature
selection algorithms

TABLE XIII: Comparison between the performance of
federated forest and model size

Dataset Algorithm  Accuracy/depth Dataset  Accuracy/Depth
No-FS 0.091 0.136

Tonosphere Fed-FiS 0.092 WDBC 0.134
Fed-MOFS 0.105 0.162

No-FS 0.019 0.031

Hill-Valley Fed-FiS 0.021 Vehicle 0.033
Fed-MOFS 0.02 0.028

No-FS 0.014 0.033

Segmentation Fed-FiS 0.013  NSL-KDDY%9 0.030
Fed-MOFS 0.015 0.034

5) Convergence: In the comparison depicted in
Figure 8, we examined the convergence behavior of
FedAvg on both NSL-KDD99 and WDBC datasets.
Feature selection was carried out using three different
methods: Fed-FiS, Fed-MOFS, and ANOVA. Addi-
tionally, we included experiments with the full dataset,
where no feature selection was applied. Our obser-
vations indicate that the convergence pattern remains
consistent whether feature selection is performed or
not prior to the learning process. Thus, we can con-
clude that the inclusion of feature selection does not
hinder the convergence of the learning model.
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Figure 8: Global rounds vs. validation loss

VI. CONCLUDING REMARKS

In this paper, we proposed Fed-MOFS and per-
formed extensive studies on Fed-FiS and Fed-MOFS.
Both are feature selection methods designed exclu-
sively for horizontal federated learning. We made an
extensive empirical, computational and communica-
tion complexity analysis of Fed-FiS and Fed-MOFS.
In terms of performance, Fed-MOFS and Fed-FiS

together outperformed the state-of-the-art on both clas-
sification and regression tasks. In terms of stability,
Fed-FiS and Fed-MOFS show high performance while
reducing more than 50% of the feature space. Regard-
ing efficiency, Fed-FiS and Fed-MOFS are at least 2x
faster than FSHFL. We also observed feature selec-
tion doesn’t influence the convergence of the model.
Furthermore, we observed that both Fed-FiS and Fed-
MOFS perform significantly well in the presence of
non-IID data and partial client participation.

Federated feature selection has several potential ap-
plications, such as anomaly detection in human activity
recognition, financial fraud detection, etc. In the future,
we intend to implement federated feature selection that
is capable of uncovering anomalies in human activity
recognition with federated learning.
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APPENDIX

Here, we discuss the datasets and the learning
models in detail. After that, we have one additional
result to show the superiority of the performance of
Fed-FiS and Fed-MOFS over the state-of-the-art.

A. Dataset

In the empirical studies, we have experimented
with Fed-FiS, Fed-MOFS, and state-of-the-art model
FSHFL, ANOVA, and RFE on 12 datasets.

1) NSL-KDD99: The NSL-KDD [69] dataset is a
refined version of the original KDD Cup 99 dataset
for evaluating computer network intrusion detection
systems. The KDD Cup 99 dataset was the benchmark
for assessing network-based anomaly detection meth-
ods. The dataset contains 41 features. These features
are derived from network traffic data and include
various types of data, such as basic features of network
connections, content features, and traffic features based
on a two-second temporal window. The dataset has two
main classes: normal (benign) and attack. However,
the attack class is further divided into four major
categories of network attacks, which are Denial of
Service (DoS), Remote to Local (R2L), User to Root
(U2R), and Probing. In this paper, we have only two
classes: Benign and attack.

2) Annonymized Credit Card Fraud (ACC): ACC
dataset [70] is commonly used in machine learning
and data science to detect fraudulent credit card trans-
actions. The dataset is anonymized for privacy rea-
sons. Sensitive personal information is either removed
or transformed in a way that individual transactions
cannot be traced back to individual cardholders. The
dataset typically includes a mix of numerical features
transformed using techniques like Principal Compo-
nent Analysis (PCA). The datasets have 28 feature
variables (V1,V,,...,V28) and 2 classes. Class 1 repre-
sents fraudulent transactions, and O represents benign
transactions. There are 492 frauds out of 284,807
transactions. The dataset is highly unbalanced. The
fraudulent transactions account for 0.172% of all trans-
actions. We applied SMOTE [83] to that unbalanced
dataset to balance it, and after that, we distributed the
data to clients.

3) Wine: Wine [71] is a classic dataset used in
multivariate statistics and machine learning for classi-
fication tasks. These data are the results of a chemical
analysis of wines grown in the same region in Italy but
derived from three different cultivars. The dataset char-
acteristic is Tabular. It has 12 features such as Alcohol,
Malic acid, Ash, Alcalinity of ash, Magnesium, Total
phenols, Flavanoids, Nonflavanoid phenols, Proantho-
cyanins, Color intensity, Hue, OD280/0D315 of di-
luted wines, and Proline. The features are real and
integer. The dataset has 178 samples.

4) Vowel: The primary goal of the Vowel [72]
dataset is to classify different spoken vowels. This

dataset has 13 features, where the number of numeric
features is 10 and 3 symbolic features. 990 instances
and 11 classes.

5) Vehicle: The Vehicle dataset [73], focuses on
types of car ownership. It comprises 846 samples and
9 attributes, and the target is categorized into 4 distinct
classes. The dataset contained non-numeric data in
features, which has been converted into categorical for-
mat for analysis. For instance, the ownership category
has four types: ’First owner,” ’Second owner,” ’Third
owner,” and ’Fourth or Above owner’. These have been
encoded as 0, 1, 2, and 3, respectively.

6) Segmentation: This is a customer segmentation
classification [74]. It has 10 features such as ID,
Gender, Ever_married, Age, Graduated, Profession,
Work_Experience, Spending_Score, Family_Size, and
Var_1. The target variable is Segmentation. It has four
classes. Similar to the Vehicle dataset, it has non-
numeric data in some features (For example, Gender,
Profession, etc. ). Those are converted into categorical.

7) WDBC: This is a Wisconsin Diagnostic Breast
Cancer dataset [75]. The dataset characteristics are
multivariate. The feature type is real. The dataset has
30 features and 569 samples. The dataset is useful
for classification tasks. The number of classes is two
(malignant and benign).

8) Ionosphere: This is a classification of radar re-
turns from the ionosphere [76]. The dataset charac-
teristics are multivariate. The dataset has 34 features
where the features are integer or real. The entire
dataset has 351 samples.

9) Hill_valley: This dataset [77] has 100 features.
All have floating-point values. The number of samples
is 606. This dataset is used for 2 class classification
problems. The class is represented in binary {0,1}. 0
means valley and 1 means hill.

10) ISOLET: This dataset [78] is useful for classi-
fication problems. The goal is to predict which letter
name was spoken. Therefore, the target classes are 26.
The characteristics of the dataset are multivariate. The
number of features is 617, and each feature has real
numbers. The total samples are 7797.

11) Diabetes: The objective of this dataset [79] is
to predict whether the patient has diabetes or not. This
is a binary class classification dataset. The number of
features is 8, and the number of samples is 768. All
the features have a numeric value. The dataset has the
following features: Number of times pregnant, plasma
glucose concentration a 2 hours in an oral glucose tol-
erance test, Diastolic blood pressure (mm Hg), Triceps
skin fold thickness (mm), 2-Hour serum insulin (mu
U/ml), Body mass index (weight in kg/(heightinm)?),
Diabetes pedigree function, Age (years).

12) IoT: This dataset contains smart home data [80].
It has 503910 samples. 28 Features and 18 classes.
This dataset is useful for classification problems.

13) Synthetic data: We have used a synthetic dataset
with 100,000 samples and 200 features specifically
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for our experiments with non-iid data. This dataset
contains 35 truly informative features, and 65 features
that are linearly dependent on the 35. The remaining
100 are purely noise aimed to reduce the learnability
of models. A good Feature selection algorithm will be
able to filter this and provide high-quality data to a
model. All the data points belong to one of 25 classes
With a randomly initialized class imbalance adding to
the challenge of non-iidness.

For a given iid ratio (), a client can have samples
comprising of not more than 20% of the total number
of class labels if y = 0.2. For example, if the total
number of classes in the dataset is 25, a single client
will have not more than floor(25*0.2) = 5 class labels.
The first client may be assigned samples having the
first five class labels, the second client will be assigned
samples having another set of 5 class labels, and so on.
Multiple checks and balances ensure that no sample
is repeated in more than one client, all the samples
are utilized in the distribution process, no single client
has more than (num_classes*y) number of class labels,
number of samples for each client is random.

B. Learning model

1) Neural Network: We created a neural network
that has pass through 3 dense layer. The first hidden
layer is a dense layer with 128 parameters. The second
hidden layer is another dense layer with 64 parameters.
The third hidden layer is a dense layer with 32
parameters. In all three hidden layer we have a ReLU
activation function. We have an output layer where the
number of parameters is equal to number of classes.
The activation function of the output layer is either a
sigmoid or a softmax, depending on whether the prob-
lem is binary classification or multi-class classification.

C. Performance analysis

After conducting training with distributed Random-
Forest using both complete feature sets and reduced
feature sets produced by feature selection algorithms
(RFE, ANOVA, FSHFL, Fed-FiS, and Fed-MOFS), we
observed (in Table XIV) for most of the larger datasets,
excluding Isolet (i.e. WDBC, HillValley, ACC, IoT,
and NSL-KDD99 datasets), Fed-MOFS produced a
smaller feature subset than others while maintain-
ing a high test-accuracy. In terms of F1-Score (in
Table XV), Fed-MOFS is pretty consistent across
most datasets (excluding Vehicle, Segmentation, and
Diabetes datasets), providing the highest F1-Score at
minimal features.

TABLE XIV: Test Accuracies of the model trained
using Random-Forest Algorithm (mean £ std / ratio of
feature selected)

Dataset All Features RFE ANOVA FSHFL Fed-FiS Fed-MOFS
Tonosphere 0.86+0.02/1 0.8620.05/0.33 | 0.86+0.03/0.36 | 0.82+0.01/0.54 | 0.89+0.02/0.15 | 0.88+0.02/0.21
WBDC 0.94+0.01/1 0.9420.02/0.25 | 0.94£0.02/0.74 | 0.94x0.01/0.25 | 0.94+0.01/0.22 | 0.940.01/0.19
WINE 0.94+0.02/1 0.940.03/0.53 | 0.94x0.03/0.61 | 0.91£0.01/0.46 | 0.95+0.03/0.53 | 0.95+0.02/0.46
Hill valley 0.51+0.03/1 0.50£0.02/0.45 | 0.51£0.03/0.65 | 0.51x0.00/0.21 | 0.51x0.01/0.25 | 0.55+0.02/0.05
Vowel 0.80+0.02/1 0.80+0.02/0.83 | 0.80+0.02/0.91 | 0.78+0.00/0.58 | 0.79+0.02/0.91 | 0.79+0.03/0.66
Vehicle 0.81+0.01/1 0.80£0.01/0.75 | 0.79£0.01/0.87 | 0.65%0.00/0.62 | 0.80+0.01/0.87 | 0.79+0.02/0.87
ACC 0.99+0.00/1 0.99£0.00/0.7 | 0.99£0.01/0.66 | 0.99+0.00/0.7 | 0.990.00/0.56
S i 0.43+0.00/1 0.43+0.01/0.88 | 0.38+0.00/0.66 | 0.4120.01/0.77 | 0.42+0.01/0.88
ISOLET 0.900.00/1 0.90£0.00/0.77 | 0.83£0.00/0.37 | 0.90£0.00/0.77 | 0.90+0.00/0.64
ToT 0.97+0.00/1 0.89+0.01/0.64 0.98+0.00/0.25
Diabetes 0.76+0.01/1 3 0.690.02/0.5 0.77£0.01/0.75 | 0.7620.01/0.62
NSL KDD99 0.99+0.00/1 0.99+0.00/0.81 | 0.99£0.00/0.86 | 0.98+0.01/0.71 | 0.99+0.00/0.84 | 0.99+0.00/0.65

TABLE XV: Fl-Scores of the model trained using
Random-Forest Algorithm (mean =+ std / ratio of fea-
ture selected)

Dataset All Features RFE ANOVA FSHFL Fed-MOFS
Tonosphere 0.87+0.01/1 0.86+0.05/0.33 | 0.87£0.02/0.36 | 0.83+0.01/0.54 | 0.89+0.02/0.15 | 0.94£0.02/0.21
WBDC 0.9420.02/0.25 | 0.94£0.01/0.74 | 0.94x0.01/0.25 | 0.95+0.01/0.22 | 0.9420.01/0.19
WINE 0.9320.01/0.46 0.960.02/0.46
Hill Valley X 0.52+0.00/0.21 0.56+0.02/0.05
Vowel ¢ 0.91 . 0.81x0.02/0.91 | 0.80£0.03/0.66
Vehicle 0.81+0.01/1 2 0.79£0.01/0.87 | 0.65+0.00/0.62 | 0.80+0.01/0.87 | 0.79+0.02/0.87
ACC 0.99+0.00/1 0.99+0.00/0.66 0.99+0.00/0.7 0.99+0.01/0.66 0.99+0.0/0.7 0.99+0.0/0.56
i 0.43+0.00/1 0.43£0.01/0.88 | 0.43£0.01/0.88 | 0.38+0.00/0.66 | 0.41x0.00/0.77 | 0.42+0.01/0.88
ISOLET 0.91x0.00/1 | 0.91x0.00/0.64 | 0.91x0.00/0.77 | 0.840.00/0.37 | 0.910.00/0.77 | 0.91x0.00/0.64
ToT 0.97+0.00/1 0.98+0.00/0.32 | 0.960.00/0.67 | 0.89+0.01/0.64 | 0.98+0.00/0.25 | 0.98+0.00/0.25
Diabetes 0.77£0.01/1 0.76+0.03/0.5 0.76+0.02/0.87 0.69+0.02/0.5 0.78£0.01/0.75 | 0.76+0.02/0.62
NSL KDD9%9 0.99£0.00/1 | 0.99£0.00/0.81 | 0.99+0.00/0.86 | 0.98+0.01/0.71 | 0.99£0.00/0.84 | 0.990.00/0.65
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